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OINPEJAEJEHUSA

B Hacrosmem JOKyMEHTE UCIOJIb3YIOTCS CIEAYIOIME TEPMUHBI U HUX
ONPENIECIICHHUSI.

ABTOMATH3MPOBAHHAs CHCTEMa — CHUCTEMa, COCTOsIIas W3 IEpCOoHana H
KOMILJIEKCa CPEJICTB aBTOMATH3AIlMU €ro JESITEeIbHOCTH, pealu3yromias uHbopma-
[IUOHHYIO TEXHOJOTUIO BHITIOJIHEHUSI YCTAHOBJICHHBIX (DYHKITUH.

AyTeHTH(HKAIUA OTHPABHUTENS] NJAHHBIX — MOJATBEPKICHUE TOTO, YTO OT-
IPaBUTEIb MMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

be3onacHOCTH NMEePCOHANBHBIX JAaHHBIX — COCTOSIHHAE 3aIUIIEHHOCTH MEPCO-
HAIBHBIX JAHHBIX, XapaKTepU3yeMOe CIOCOOHOCTBIO MOJIb30BATENEH, TEXHUYECKUX
CPEeACTB M UH(POPMAIMOHHBIX TEXHOJOTUN o0ecrneunTh KOH(PHUIEHIUATBLHOCTD, IIe-
JIOCTHOCTh M JIOCTYITHOCTH TEPCOHAJBHBIX JAHHBIX MPU UX 00paboTke B mH(POpMa-
[IMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX.

buomerpuyeckue  mnepcoHaJbHble  JAHHbIC —  CBEACHUS,  KOTOPBIC
XapaKTepU3yrOT (PU3UOJIOTHYECKHE OCOOCHHOCTH 4YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBHUThH €r0 JMYHOCTh, BKIIIOYas Qororpaduu, OTHEYaTKHd MaJbIEB,
oOpa3 ceT4YaTKu Tja3a, OCOOCHHOCTH CTPOCHHsI Tela H JPYrYI MOJ00HYIO
uHdOpMAIHIO.

BioknpoBaHue nepcoOHANBHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,
CUCTEMAaTHU3alluM, HAKOIUIEHUS, WCIOJIb30BAHUS, PACIPOCTPAHEHUS, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEpE/Iayui.

Bupyc (KOMIbIOTEpHBIH, NMPOrPpaAMMHbIH) — UCIIOJHAEMBIA NPOrPaAMMHBIN
KOJ WJIM HHTEPIPETUPYEMBIM HAOOp WHCTPYKIMA, OO0JIaJaroluii CBOWCTBaMU He-
CaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHUs] M caMoBocIpou3BencHus. (Co3gaHHbIE
nyOIMKaThl KOMIBIOTEPHOTO BHpYyCa HE BCETZla COBIAJAIOT C OPUTHHAJIOM, HO CO-
XPaHAIOT CIIOCOOHOCTH K JAJIbHEUIIIEMY PACIIPOCTPAHCHUIO M CAMOBOCITPOU3BEICHHIO.

BpenonocHasi mporpamMma — mporpamma, NMpeIHa3HAuY€HHas Il OCYILECTB-
JICHUS HECAaHKI[MOHUPOBAHHOTO JOCTyna W (Wu) BO3ACHCTBUSA HA MEPCOHAILHBIE

JaHHBIC UJIN PECYPChI HH(I)OpMaHI/IOHHOﬁ CHUCTCMBI IICPCOHAJIBHBIX TAHHBIX.



BcnomoraresibHbIE TeXHHYECKHE CPeACTBA M CHCTEMBbI — TEXHUYECKHE
CpEIICTBA U CHCTEMbI, HE MpelHa3HAYeHHbIE JJIsl Tepeadn, oOpabOTKH M XpaHEHUs
MIEPCOHANIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEINCTBAMU
U CHUCTEMaMH, NpeJHa3HAYCHHbIMHU U1 O0OpaOOTKM MEPCOHANbHBIX JAaHHBIX WIH B
MOMEILIEHUSIX, B KOTOPBIX YCTaHOBJIEHbI HMH(MOPMAIMOHHBIE CHCTEMBI TMEPCOHAIBHBIX
JTaHHBIX.

Joctym B omepanMoHHYKW cpeay KoMnblTepa (MHGOPMAUOHHOM
CHCTEMbl MNEPCOHAJBbHBIX [AHHBIX) — IIOJyYCHHE BO3MOYKHOCTH 3allyCcka Ha
BBIIIOJIHEHUE IUTATHBIX KOMaHJA, (YHKUMA, MpoLEeayp ONEpallMOHHON CHCTEMBI
(YHHYTOXKEHUsI, KOMTUPOBAHMUSL, TIEPEMEILIEHHS U T.11.), UCTIOJIHSAEMbIX (DaiiyIOB MPUKIIATHBIX
IpOrpaMM.

Joctyn K wH(OPMAIMN — BO3MOXKHOCTH TOTyYeHUsT MH(OpPMAIMM U €€ HC-
ITOJIb30BAHUSL.

3ak1a04HOe YCTPOIMCTBO — 3JIEMEHT CPEACTBAa cheMa MH(OpMAIY, CKPHITHO
BHEZPsIEMbIH (3aKi1a/IbIBAEMBbIid MM BHOCHMBIN) B MECTa BO3MOXKHOTO cheMa MHGOpMaIu
(B TOM 4ucrie B OrpaxIeHHE, KOHCTPYKLHIO, OOOpYAOBaHHE, MpPEIMETbl HHTEpbEpa,
TPAHCIIOPTHBIE CPEACTBA, a TAKKE B TEXHUUECKUE CPEICTBA M CUCTEMBI OOpabOTKH
uH(popMaIun).

3ammmaemas uHopmanusa — MHOOpMALMS, SBISAIOMIAICS MPEAMETOM COO-
CTBEHHOCTM M ToOAjexalas 3alre B COOTBETCTBUM C TpeOOBaHUSMHU MPABOBBIX
JIOKYMEHTOB WJTU TPEOOBAHUSIMY, YCTAaHABIMBAEMBIMI COOCTBEHHIKOM MH(DOPMAIIHH.

NnenTtudukanms — MNpUCBOCHHE CYObEKTaM M OOBEKTaM JIOCTYyIa WJICHTHU-
¢ukatopa u (WIM) CpaBHEHUE TNPEABSIBISIEMOr0 WIEHTU(UKATOpA C TEpeUHEM
PUCBOCHHBIX UJACHTU(PUKATOPOB.

NHpopMATUBHBIH CHIHAJ — JJIEKTPUYECKUE CUTHAIBI, AKyCTUYECKHE, DIICK-
TPOMarHUTHBIE U JIpyTHe (PU3UUECKHE MO, IO TapaMeTpaM KOTOPBIX MOKET ObITh pacKpbiTa
KoH(uAeHIMambHas uH(popMaiya  (MEepCoHAIbHBIE JIaHHbIE) oOpabaTbiBaeMasi B
MH()OPMALIMOHHOM CUCTEME NIEPCOHATBHBIX JAHHBIX.

Nupopmanmonnass cucrema mnepcoHaabHbIX AaHHbIX (MCIIIH) —

nH(pOpMaIIMOHHAsI CUCTEMA, MPEACTABIISAIONIAasi CO00 COBOKYMHOCTh MEPCOHATBHBIX



TAHHBIX, COMIEPXKAIMUXCS B 0a3e JaHHBIX, a TaKKe HHPOPMAIMOHHBIX TEXHOJOTUNA U
TEXHUYECKUX  CPEICTB, TO3BOJISIIOUIMX  OCYIIECTBIATH  0OpabOTKYy — TaKux
MEPCOHANILHBIX JaHHBIX C HCIIOJIB30BAaHUEM CpEJICTB aBTOMATU3AlMM WM 0e3
MCITIOJIb30BAHUS TAKUX CPEJICTB.

NudopmanuonHbie TEXHOJOIMM — TIPOLIECCHI, METOMBI TOMCKa, cOopa, Xpa-
HeHMs, 0OpaOOTKW, TMPENOCTaBICHNs, PACIpPOCTpaHEeHHss HWH(GOPMALMA U CIOCOOBI
OCYIIECTBIICHUS TAKUX MPOIECCOB H METOJIOB.

Hcnosb30BaHne TMEPCOHAJBbHBIX JaHHBIX — JICUCTBUS (Omeparuu) ¢
NEPCOHATILHBIMU JJAHHBIMH, COBEPIIIAEMbIE ONIEPATOPOM B IEJSAX MPUHATHS pElICHUN
WIM COBEPIICHUS WHBIX JEHCTBUN, MOPOKAAIONINX IOPUIUYECKUE IMOCIEACTBHUS B
OTHOIIECHUU CyObEKTa NMEPCOHATBHBIX TAHHBIX WIH JAPYTHUX JUI] MO0 HHBIM 00pa3oM
3aTparvBarolIuX IMpaBa U CBOOOABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM APYTHX
U,

HcTounuk yrpo3bl 0e3omacHocTH uMHGoOpManum — CyObEKT JOCTyIa, Mmare-
PHATbHBIA OOBEKT WM (DU3MYCCKOE SIBIICHUE, SIBJISTIOIIMCCS TPHIMHON BO3HUKHOBCHHSI
yIrpo3bl 6€30MacHOCTH HH(OPMAITUH.

Kontpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3/1aHUE, YaCTh 3/IaHUS,
MIOMEIIEHNE), B KOTOPOM UCKITIOYEHO HEKOHTPOIHPYEMOE PeObIBaHNE TIOCTOPOH HUX JIUIL, a
TaKKE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MAaTePUATLHBIX CPEICTB.

KonduaeHunaabHOCTh MEPCOHAIBHBIX JAHHBIX — 00S3aTENTHLHOE IS COOITIO-
JICHUS OTIEPaTOPOM WJIM WHBIM TOJTYUUBIIUM JOCTYIl K TEPCOHATBHBIM JaHHBIM JIMIIOM
TpeOOBaHHE HE JIOMYCKaTh MX PACHpOCTpaHeHHe Oe3 cornacus CyObeKTa MEepPCOHATBHBIX
JIAHHBIX WM HAJTMYHS THOTO 3aKOHHOTO OCHOBAHWUSI.

Me:xceTeBOl 3KpaH — JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) W (PYHKIIMOHAIHHO-
pacrpeielIeHHOe  MporpaMMHOE  (TTPOrpaMMHO-AIIapaTHOE)  CPEACTBO  (KOMILIEKC),
peam3yroliee KOHTPOJb 3a UH(pOpMAaIMeH, MOCTynaromnieil B MHGOPMAIMOHHYIO CHCTEMY
NEPCOHATBHBIX JaHHBIX U (WJIM) BBIXOAAIIEH U3 MHOOPMALIMOHHON CUCTEMBI.

Hapymurennr 0e30nacHOCTH NMePCOHAJBHBIX JAHHBIX — (U3UYECKOE JIUIIO,

CIIy4allHO WJIHA TIPEJHAMEPEHHO COBEPIIAIOIICE ACHUCTBUS, CIICACTBUEM KOTOPBIX SIBIISIECTCS



HapylieHue Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX MPU KX O00pabOTKE TEXHUYECKUMU
CpelicTBaMU B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBromaTn3npoBanHasi 00padoTKa NEePCOHAJBHBIX JAHHBIX — 00paboTKa
MEPCOHANBHBIX  JaHHBIX, COJEPXKAIMUXCS B  MHPOPMALIMOHHOM  CHUCTEME
NEPCOHATBHBIX JAHHBIX JIMOO W3BICYEHHBIX U3 TAaKOM CHUCTEMBI, CUYUTAETCS
OCYLIECTBJIECHHOM oe3 UCIIOJIb30BaHUs CPEACTB aBTOMAaTHU3alUU
(HEeaBTOMATU3WPOBAHHOM), €CJIM TaKWe JEHCTBUSA C MEPCOHATBHBIMH JAHHBIMH, KaK
WCIIOJb30BaHUE, YTOYHEHUE, paclpOCTpaHEHUE, YHUYTOKEHHE MEPCOHATBHBIX
JAQHHBIX B OTHOIIEHUU KaXJIOrO0 U3 CYOBEKTOB MEPCOHATBHBIX JAHHBIX,
OCYUIECTBIISIOTCS NMPU HEMOCPEICTBEHHOM y4aCTUH YEJIOBEKa.

HenexnapupoBaHHble BO3MOMXKHOCTH —  (DYHKIIMOHAJILHBIE  BO3MOXKHOCTU
CPEJICTB BBIUMCIIMTENBHON TEXHUKH, HE ONMCAHHBIEC WM HE COOTBETCTBYIOIIME ONMCAHHBIM
B JIOKyMEHTAllMM, TpPU  HWCHOJBb30BaHMU  KOTOPHIX  BO3MOXHO  HapyllICHUE
KOH(DHUACHIIMATEHOCTH, JOCTYITHOCTH WJTH TIEJIOCTHOCTH 00pabaTbiBaeMoi nH(OopMaIuu.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKIIMOHMPOBAHHbIC [1eliCTBHS) —
70CcTynl K uH(popMauy wid AEUCTBUS ¢ MH(OpMaIMen, HapylIalonme NpaBuia pas-
rpaHMYEHHs JOCTyNa C UCIOJBb30BAaHUEM INTATHBIX CPEICTB, IPEAOCTaBIISIEMbIX
MH(POPMAIIMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX TAHHBIX.

Hocureas uHpopmanum — usideckoe JMIO WK MaTepHAIBHBIA 00BEKT, B TOM
yuciie (QU3MYecKoe Moje, B KOTOpOM HH(GOpMAIMs HAXOIUT CBOE OTPAKEHHE B BHIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKHX PEIICHUI U TPOIIECCOB, KOIMYECTBEHHBIX
XapaKTePUCTUK (HU3HUUECKUX BEIUYUH.

O0e3MuYnBaHue TMEPCOHAJIBHBIX JAHHBIX — JCHCTBUS, B pe3yjbTare
KOTOPBIX HEBO3MOXKHO OMNPEACINTh MPUHAJICKHOCTh MEPCOHAIBHBIX JaHHBIX
KOHKPETHOMY CYyOBEKTY NEPCOHAIBHBIX JAHHBIX.

O0padoTka mepCcoOHANBbHBIX JAHHBIX — JIEHUCTBUS (ONEpalyu) C MEePCOHAIIb-
HBIMHM JTAaHHBIMH, BKJIIOYas cOOp, CHUCTEMaTH3alluio, HAKOIUIEHHE, XpaHEHHEe, YTOUHEHHE
(oOHOBJIEHME, 3MEHEHHE), UCTIONIH30BAHKE, PACIIPOCTPAHEHUE (B TOM YHCIIE Tiepeaady),

O6€3JIH‘1HB3HH€, 6J'IOKI/IpOBaHI/Ie, YHHUYTOXKCHHUC IICPCOHAJIBHBIX JTdHHBIX.



OO0menocTynHbIe MEPCOHABLHBIE JaHHbIE — IEPCOHABHBIC TaHHBIE, TOCTYII
HEOTpaHUYEHHOI0 Kpyra JIMIl K KOTOPBIM IMPEJOCTaBIE€H C corjacusi cyObeKTa
MEPCOHANILHBIX JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBHHM C (helepalbHBIMU
3aKOHAMH HE paclpocTpaHseTcs TpeOoBaHue COOMIOACHUS KOHDUIEHIINATLHOCTH.

Oneparop  (mepCOHAJNIBHBIX  [aHHBIX) —  TOCYJApCTBEHHBIA  Opra,
MYHUIMIITEHBIA OpraH, IOpUAMYECKOe WK (U3MUYECKOE JIUIIO0, OpraHu3yromiee U (VTH)
OCYILECTBIISFOIIee 00PadOTKY IMEePCOHATIBHBIX JTAaHHBIX, @ TAKKE ONPEACIISIONINS e U
cojiepskaHue 00pabOTKH MEPCOHAIBHBIX JaHHBIX.

TexHuuyeckue cpeacrsa l/IH(l)OpMaHHOHHOﬁ CUCTEMBbI IIE€PCOHAJbHBIX

JAHHBIX — CPEJICTBA BBIUYUCIUTENIHHON TEXHUKH, HWH()OPMAIMOHHO-BHIYMCIUTEIILHBIC
KOMITIEKCBI U CETH, CPEJICTBA U CHCTEMBI Iepeiayu, rpuema u oopadotku 111 (cpencrsa u
CUCTEMbI 3BYKO3AIHCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEJCHMS, II€PErOBOPHBIE U
TEJICBU3MOHHBIE YCTPOICTBA, CPEICTBA W3TOTOBJICHUS, THUPAKUPOBAHUS JIOKYMEHTOB H
Jpyrre TEXHUYECKUE CPeCcTBA OOpPaOOTKM peueBOM, rpauyeckoi, BUAeo- U OyKBEHHO-
mdpoBoit uH(pOpMAITH), TPOTPAMMHBIE CPECTBA (OMEPAIMOHHBIE CHUCTEMBI, CHCTEMBI
yrpaBiieHuss 0a3aMy JaHHBIX W T.I.), CPEACTBA 3alllUThl MHPOpMAIMHY, MPUMEHSIEMbIC B
MH()OPMALTMOHHBIX CUCTEMAX.

IlepexBar (uH(popMaumMu) — HEMPAaBOMEPHOE MOTyYeHUE WH(POpMAIUU C HC-
MOJTb30BAaHUEM TEXHHUYECKOTO CPEACTBA, OCYIIECTBISIONIETO OOHAPYKEHUE, TPHEM U
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble naHHBbIE — JII00ass MHGOPMAIIKS, OTHOCSIIASACA K ONpEJIeIeH-
HOMY WJIM OIpeNesieMOMY Ha OCHOBAaHWU TaKoOW WHGOpMaIuu (HU3HUECKOMY JIUILY
(cyOBeKTy MepCOHANBHBIX JAHHBIX), B TOM YHCJIE €ro (paMuiIus, UMs, OTYECTBO, TO/I,
Mecsll, JlaTa U MECTO POXACHHS, aJpec, CEeMelHOoe, COLMaIbHOE, UMYIECTBEHHOE
MOJIOKEeHHE, 00pazoBaHue, mpodeccus, T0X0/Ibl, Apyras uHGopMaius.

Ilo0ouHnbIE 3JIeKTPOMATHUTHbBIE U3J1y4YeHust U HABOJKHU —
AJIICKTPOMArHUTHBIC M3YYEHUS TEXHUYCCKUX CPEACTB OOpaOOTKH 3allUIacMOM
uH(bOpMaINK, BO3HUKAIOIINE KaK MOOOYHOE SIBIEHUE W BBI3BAHHBIC YJIEKTPUICCKUMU
CUTHAJIaMHU, JCUCTBYIOINIMMHU B HMX DJIEKTPUUYECKUX M MATHUTHBIX IEMAX, a TaKkKe
AIIEKTPOMAarHUTHBIC HABOJKH OSTHUX CHUTHAJOB Ha TOKOIMPOBOJAIIUE JIMHHH,

KOHCTPYKIHU WU LOCIIN ITUTAHHA.



[MoanTHKA «YUCTOrO0 CTOJIA» — KOMIUIEKC OPraHU3AIMOHHBIX MEPOIPHUSITUH,
KOHTPOJUPYIOIIUX OTCYTCTBUE 3alUCBhIBAaHUS HAa OYMa)KHbIE HOCHTENIW KIIOUed U
aTpuOyTOB J10cTyna (TapoJsieil) U XpaHeHus UX BOJIU3U 00BEKTOB JOCTYTIA.

Hoab3oBaressb MHPOPMALMOHHON CHCTEMbI MEPCOHAJBHBIX JAHHBIX —
JUI0, YydyacTBywomiee B  (YHKIMOHUPOBAHUM  HMHPOPMAIMOHHOW  CHUCTEMBI
MEePCOHANBHBIX JAHHBIX WM UCHOJIb3YIOIIEe PE3yIbTaThl €€ (DYHKIIMOHUPOBAHUSI.

IIpaBuia pasrpaHu4yeHust JAOCTYNA — COBOKYIHOCTbH ITPaBWJ, PErjIaMEHTH-
PYIOIIKX TpaBa JoCcTyna CyObeKTOB JOCTYIa K 00bEKTaM JOCTYTa.

IIporpaMMHasi 3aKJIaIKa — KOJI MPOrPaAMMBI, MTPEAHAMEPEHHO BHECEHHBIN B
IpOrpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, U3MEHHUTb, OJOKUPOBATH, YHUUYTOKUTh
MHQOPMAIIMIO WM YHUUYTOXUTH W MOAUMUIIMPOBATH MPOrpaMMHOE OOECIEeUCHHE
MH(OPMAITMOHHONW CHUCTEMbI TIEPCOHATBHBIX JTAaHHBIX W (WiIM) OJOKUpPOBATH arma-
paTHBIE CPEACTBA.

IIporpammHoe (mporpaMMHoO-MaTeMaTHYeCKOE) BO3JelicTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBUE HA  PECYpChl  aBTOMAaTU3MPOBAHHOU
MH(POPMAIIMOHHOW CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJb30BAHUEM BPEIOHOCHBIX
MPOTPAMM.

PackpbiTHe mNepCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE WIN CIIy4ailHOE
HapylieHue KOHPUACHIINATbHOCTH MEPCOHANIbHBIX JTaHHBIX.

PacnpocTpaHeHue NmepcoOHAIbHBIX AAHHBIX — JICVCTBUSA, HANPABICHHBIE Ha
nepenayy TMEpPCOHANBHBIX JIAHHBIX  ONpEeNeJIeHHOMY Kpyry Jull (mepenaya
MEPCOHAIBHBIX JIAHHBIX) WM Ha O3HAKOMJICHHE C TEPCOHAIBHBIMH JAHHBIMU
HEOTPAHWYEHHOTO KPYTa JIMII, B TOM YHCJIe 00HApOJOBaHKE MEPCOHATBHBIX JAHHBIX B
CpeAcTBax  MaccoBoM  uwHpopManuu,  pasmenieHue B HHPOPMAIMOHHO-
TEJICKOMMYHUKAIIUOHHBIX CETSIX WM MPEIOCTABIECHUE JOCTYINA K IMEPCOHATbHBIM
JaHHBIM KaKUM-JTUOO UHBIM CIIOCOOOM.

Pecypc mHpopMALMOHHOM CHUCTEMbl — UMEHOBAHHBIN AJIEMEHT CHUCTEMHOIO,
MIPUKJIATHOTO 1581051 arrmapaTHoro oOecrieueHus (bYHKIIMOHUPOBAHUS

MH(POPMAITMOHHON CUCTEMBI.



CneunajbHble KATeropud MNEPCOHAJBHBIX JAHHBIX — [EPCOHAIIbHbBIC
JaHHbIE, KacalolllMecs pacoBOM, HAIMOHAIBHOW MPUHAJICKHOCTH, MOJIUTHUYECKHUX
B3IUISIIOB, PEIUTHO3HBIX WU (UIOCOPCKUX YOEXKICHUH, COCTOSHUS 370POBbS U
WHTUMHOM XM3HU CyOBEKTa MepCOHANBHBIX TAHHBIX.

CpencrBa BbIYMCINTENBHON TEXHUKH — COBOKYITHOCTh MPOIPAMMHBIX U TEX-
HUYECKHX DJIEMEHTOB CHCTEM OOpabOTKM JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITEJILHO WJIU B COCTaBE JIPYTHX CUCTEM.

Cyo0bekT nocryna (cy0ObeKT) — JIMIIO WIM TPOLECC, JICUCTBHUS KOTOPOIO per-
JAMEHTUPYIOTCS MPaBIJIAMH pa3TpaHUUCHHS TOCTYTIA.

TexHu4yeckuil KaHaJ yTe4KH MHQOPMALMM — COBOKYIIHOCTb HOCUTENS HH-
dopmatmu  (cpenctBa  00paObOTKH), (PU3MYECKOM Cpelbl paclpocTpaHeHus HUHGOP-
MaTHBHOI'O CUTHAJIA ¥ CPEJICTB, KOTOPHIMH JOOBIBACTCS 3alluIiaeMast HHpopMaIius.

Tpancrpanuynasi mepejadya TNePCOHAJIBHBIX JIaHHBIX —  Iepejaya
NEPCOHATBHBIX JaHHBIX oneparopoM depe3 ['ocynapcTBeHHyto rpanuily Poccuiickoi
@denepanii  Opra"y BJIACTH HWHOCTPAHHOTO TOCYAapCTBa, (U3MUECKOMY WU
IOPUINYECKOMY JIUIY MHOCTPAHHOIO TOCYAapCTBa.

¥Yrpo3sl 0e30IaCHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTH YCIJIOBUU U
(axkTOpOB, CO3MAIONIUX OMACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHUCJIE CIy4aiiHOTro,
JIOCTyTa K MEPCOHATBHBIM JaHHBIM, PE3yJIBTaTOM KOTOPOTO MOYET CTaThb YHUUTOXKEHUE,
W3MEHEHHE, OJIOKMPOBAHWE, KOMMPOBAHUE, PACIPOCTPAHCHUE TMEPCOHATBHBIX JTAHHBIX, a
TaKOKe WHBIX HECAHKIIMOHMPOBAHHBIX JCHCTBHUN MpHU MX 00paboTKe B MH(OPMAIMOHHOM
CHCTEME MEPCOHATBHBIX JIJAHHBIX.

YHUYTOXXEHNE TEePCOHAJBHBIX JAHHBIX — JICHCTBUSA, B pPE3YyJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTAHOBUTH COJICP)KAaHHE TMEPCOHAIBHBIX JaHHBIX B HMH(OPMAIMOHHOM
CUCTEME TIEPCOHATBHBIX JIAHHBIX WM B PE3yJbTaTeé KOTOPHIX YHHUTOXKAIOTCS
MaTepHalIbHbIE HOCUTEIN MEPCOHANIbHBIX TAHHBIX.

Yreuka (3amumaeMoil) MHPpOPMALMH MO0 TEXHUYECKUM KaHAJaM — HEKOH-
TPOJIMPYEMOE PACIPOCTpaHEHHE HH(pOPMALMK OT HOCUTENS 3alMIaeMoi HHGOpMalUK
yepe3 (PU3MYECKYI0 Cpely 10 TEXHHYECKOrO CpE/ICTBA, OCYLIECTBISIIOLIETO IEepexBat

uHdopmaIuu.



YA3BUMOCTB — C1a0OCTh B CPEACTBAX 3ALUTHI, KOTOPYIO MOYHO HCIIOJIb30BATh
JUTsl HApYIIEHHSI CUCTEMBI WM COJIeprKalLieiicsl B Helt nH(opMalum.

HesocTtHoCTh HHGOPMALMHU — CTTIOCOOHOCTH CPE/ICTBA BEIYMCIUTEIILHON TEXHUKU
WIM aBTOMATU3UPOBAHHOM CHUCTEMBI O0ECIeYMBaTh HEM3MEHHOCTh WH(pOpPMAlUK B

YCIIOBUSIX CITyYallHOTO W/WJIY TPETHAMEPEHHOTO NCKAXKEHHUSI (pa3pyLICHUs).



OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHPYCHBIE CPEACTBA

APM — aBTOMaTH3UPOBAHHOE PabOUYEEe MECTO

BTCC — BcnoMmoraresibHbIE TEXHIYECKHAE CPENICTBA U CUCTEMBI
NCTI/1n — nndopmalimoHHast cuctemMa NMepCoOHaIbHBIX JAHHBIX
K3 — konTponmpyemast 30Ha

JIBC — nokasibHasi BEIYUCIIUTENBHAS CETh

MDD — MexceTeBOM 3KpaH

HC/I — HeCaHKIIMOHMPOBAHHBIN JTOCTYTI

OC — onepanmoHHas cucteMa

I1/IH — mepcoHaNIbHBIE JTaHHBIE

I[IMB — nporpaMMHO-MaTeMaTU4ECKOE BO3JICHCTBHE

[1O — mporpammHoe obecnieueHue

[IDMHMH — nobo4HbIe 37EKTPOMArHUTHBIE M3TY4YEHHS K HABOJIKU
CA3 — cucrema aHaim3a 3alIUIIEHHOCTH

C3U — cpencta 3amuThl HHGOPMAITUU

C3I1Ju — cuctema (moacucTeMa) 3alUThl IEPCOHATBHBIX TaHHBIX
COB — cuctema oOHapy>KeHHsI BTOPKEHUN

TKYU — texunueckre kaHabl yTeUKd HHGOpMaLU

VYBII/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX



BBEJAEHUE

Hacrosimias Konnenmust nadopmanmonnoit 6e3omacaoctu UCITn OI'YCO
“I'opoxOBEUKHIA IIEHTP COLMAIBHOIO oOciyxuBaHus Hacenenus (Hamee -
Yupexnenus), sBisercss OQUIMATBLHBIM JOKYMEHTOM, B KOTOPOM OIpejaesieHa
CUCTEMa B3IJISJ0B Ha oOecnieueHre MHPOPMAIIMOHHOM 0€30MacCHOCTH Y UpexKICHUSI.

Heobxoaumocts pa3pabotkn Konuenuuu oOyclioBI€HAa CTPEMUTEIbHBIM
pacmipeHueM cdepbl TPUMEHEHUS HOBEMIIUX HHQMOPMAIMOHHBIX TEXHOJIOTHH U
IPOLIECCOB B YUpexAeHUH, pu 00paboTke nHpopmanuu BooOIIe, U IePCOHATBHBIX
JTAHHBIX B YACTHOCTH.

Hacrosimias Konnenus ompenenseT OCHOBHBIE IIENIM U 3a/add, a TakKke
OOIIlyI0 CTPATErui0 MOCTPOCHUSI CUCTEMbI 3alUThI IepcOHaNbHBIX JaHHbIX (C3I1/IH)
Yupexnenus. Konnenius onpenensieT OCHOBHbIE TpeOOBaHUS U 0a30BbIE MOAXOJIBI K
UX peanu3aluu, 1 JOCTHKEHHs TpeOyeMoro ypoBHs 0€30MacHOCTH H(popMauu.

Konuenuust paszpaboTtaHa B COOTBETCTBUM C  CHUCTEMHBIM MOAXOAOM K
obecnieueHuo nHGOPMAITMOHHON Oe3omacHocTH. CUCTEMHBIN MOX0]T MPeIoaraet
NPOBEJICHUE KOMIUIEKCA MEPOINPUATUNA, BKJIIOYAIOUIUX HCCIEOBAaHUE YIpoO3
nH()OPMAITMOHHON 0€30MaCHOCTH U pa3paboTKy cucteMbl 3amuThl [1/1H, ¢ mo3unun
KOMILJIEKCHOTO TPUMEHEHHS TEXHHMYECKMX M OpPraHWU3allMOHHBIX MEp M CPEJCTB
3aILUTHI.

[Ton wHpOpMammoHHO# Oe3omacHOCThIO [IJ/[H TOHMMaeTcs: 3anTUIIEHHOCTH
NEePCOHANBHBIX JaHHBIX M o0OpabarhiBaionieil WX HWHEAPACTPYKType OT JHOOBIX
CIIy4YalHbIX WIM 3JI0HAMEPEHHBIX BO3JACHCTBUN, pPE3YJBTATOM KOTOPBIX MOXKET
SBUTHCS HAaHECEHHUE yliepOa camoil uHgopmanuu, ee Bianenbiam (cyobexram [1/1H)
Wi uHppacTpykType. 3agaun  HHPOPMAIMOHHON 0€30MacHOCTH CBOIATCA K
MUHAMM3AIUU yiiepOda OT BO3MOXKHOW peanu3anuu yrpo3 OeszomacHoctu [1J[H, a
TaK)Xe K MPOTHO3UPOBAHUIO U MPETOTBPAIICHUIO TAKUX BO3JACHCTBUM.

KoHuenuust ciyuT OCHOBOW JJisi pa3padOTKU KOMILUIEKCA OpraHU3allMOHHBIX
M TEXHUYECKUX Mep 1Mo obOecrnedeHnio WH(pOpMAIMOHHOW  Oe30macHOCTH
YupexxaeHus, a TaKkKe HOPMATHUBHBIX W METOJWYECKHX  JOKYMEHTOB,

0o0€eCleynBaIINX €€ peaju3aluio, U He MPEINosaraeT MOJAMEHbl (QYyHKUUN



rOCyJJapCTBEHHBIX OpraHoB Biactu Poccuiickonn denepannu, OTBEYANOMMX 32
oOecrieyeHue 6€30MacHOCTH UHPOPMALIMOHHBIX TEXHOJOTUN U 3aIUTY UHPOPMALIUH.

Konnenmous siBiisieTcst METOLOJIOTHYSCKON OCHOBOM JIJIS:

- (hopMupoBaHHs M TPOBEJICHUS €IUHOW TMOJUTUKU B 00JIACTU OOECIICUECHMS
oe3onacuoctu [1JIn B UCIT/IH Yupexaenus;

- IPUHATHUSL YNIPABIEHYECKUX pEUICHUN U pa3paboTKHU MPaKTUYECKUX MEP IO
BOIUIOIICHUIO  TMONUTUKM  Oe3omacHoct [IJIH u  BbIpaOOTKM  KOMILIEKCA
COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHU3aIllMOHHO-TEXHUYECKOTO0  XapaKTepa, HaMpaBJICHHBIX Ha  BBHISIBIICHHUE,
OTPaKCHUE U JIMKBUIALIMIO MTOCIEICTBUM PEATN3AIMN Pa3IMYHbIX BUIOB yrpo3 I1/1H;

- KOOpJMHALIMKM JIEATEIbHOCTH CTPYKTYPHBIX MOAPA3JACICHUN YUPEKICHUS
npu MpoBeAeHUH paboT mo pa3Butuio U skcruryaranuu UCIIH ¢ cobmroneHuem
TpeboBaHuii obecrieuenus 6e3onacuoctu [1/1H;

- pa3pabOTKM  TPEIJIOKEHU 1O  COBEPIICHCTBOBAHHIO  IPABOBOTO,
HOPMATHUBHOTO, METOJANYECKOT0, TEXHUYECKOTO U OPraHU3alMOHHOIO OOECIeUEHUS
oe3onacuoctu [1JIn B UCIT[AH YupexaeHus.

O6nacte npuMmeHeHus KoHIENIIMU pacpoCTpaHIETCs Ha BCE MOJpa3iesICHUs
VYupexaeHusi, SKCIUTyaTUpPYIOIINe TEXHUYEeCKue U nporpammuble cpeactsa UCII/IH,
B KOTOPBIX OCYIIIECTBIISIETCS aBTOMaTu3MpoBaHHasi oOpaboTka IIJIH, a Takxke Ha
MOApAa3AeICHUsI, OCYILECTBIISIIONINE COMTPOBOXKICHUE, OOCTYKUBAaHNE U 00ECIICUCHHE
HopMmasibHOTO (pyHKIIHOHUpoBanus UCII/IH.

[IpaBoBoii 6a30i1 111 pazpaboTky HacTose Konuenmuu ciaykat TpeOoBaHus
nehcTByronmMx B Poccuum 3akOHONATENbHBIX W HOPMATUBHBIX JIOKYMEHTOB IIO

obecrieueHnIo 0€30MacHOCTH NepcoHaNbHBIX JaHHBIX (ITJ1H).



1 O01mue moJIoKeHus

Hacrosmaa KonHunenumus omnpeneisieT OCHOBHBIE LENM W 3aJa4d, a TaKkKe
OOIIyI0 CTPATEruI0 MOCTPOCHUSI CUCTEMbI 3alUThI IepcOHaNbHBIX JaHHbIX (C3I1/IH)
Yupexnenus. Konnenmust onpesensier OCHOBHbIE TpeOOBaHUS M 0a30BBIE TIOIXOIBI K
UX peau3alyu, s JOCTHXKEHUSI TPeOyeMOoro ypoBHs 0€30MacHOCTU UHGOPMAITUH.

C3II[dx mnpeacraBiasieT coOOW COBOKYNMHOCTh OpPraHU3alMOHHBIX M TeX-
HAYECKUX MEpOIpHUATHN Ui 3amuThl [I/[H OT HempaBOMEpHOro WM CIy4auHOIO
J0CTyNa K HUM, YHUYTOXXEHHS, U3MEHEHHUs, OJOKHUpPOBaHMS, KOIMMPOBAHUs, pac-
npoctpaneHus [1/1H, a Takke MHBIX HENPABOMEPHBIX JICVUCTBUM C HUMMU.

be3omacHOCTh MEpPCOHANBHBIX JAHHBIX JOCTUTaeTCs IYTEM HCKIIOUYCHUS
HECAaHKIIMOHUPOBAHHOIO, B TOM YHCJE CIIy4allHOTO, AOCTyNa K ME€PCOHAIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOXET CTaTh YHUYTOXEHHUE, W3MECHECHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JIAHHBIX, a TaKkKe
MHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM.

Crpykrypa, coctaB u ocHoBHbIC (GyHKIuu C3II[IH onpenenstorcs ucxons u3
kiacca MCIT[In. C3II[JIH BKIHOYaeT OpraHU3alMOHHBIE MEpPbl W TEXHUYECKHUE
cpeacTna 3aIIUThI uH(bOpMaIIHH, cpeacrtaa MPEIOTBPALLCHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, YTeYKU MHPOPMAIMH MO TEXHUUYECKUM KaHaJlaM,
MPOTPAMMHO-TEXHUUYECKUX BO3JICUCTBUNM Ha TEXHUYECKHE CpPEACTBA 00padOTKU
[1[11), a Taxke HCHOJb3yeMble B WH(OPMALMOHHOW cucTeMe HH(OpMAIMOHHBIE
TEXHOJIOTUH.

OTH Mepbl IPU3BAHBI 00ECTICYUTH:

- KOH(pUIEeHINAIBLHOCTh MHMOpMaIuu (3aluTa OT HECAaHKIIMOHWPOBAHHOTO
O03HAKOMJICHUSA );

- HeJOCTHOCTh  HUHpOpMaIuu  (aKTyalbHOCTh U HENPOTHUBOPEUUBOCTH
uHopMaIU, €€ 3alUIIEHHOCTh OT pa3pylieHUs HW HECAHKIMOHHUPOBAHHOTO
U3MEHEHHUS);

- JOCTYNHOCTb UH(OpMaIK (BO3MOXKHOCTD 32 MPUEMIIEMOE BpEMs TTOJIYUHUTh

TpedyemMyto HHPOPMAITMOHHYIO YCIIYTY).



Craauu co3ganus C3I1/IH BKIIOYAIOT:

- IPEATNPOCKTHAS CTaausl, BKJIIOYAONIAs MPEANPOEKTHOE 00CieI0BaHUE
NCIIOH, pa3pabOTKy TEXHHUYECKOro (YaCTHOrO TEXHUYECKOr0) 3aJlaHusl Ha €€
CO3/IaHHUE;

- cTajusi MPOeKTUpoBaHMs (pa3paboTku mpoekToB) u peanusauuu MCII/H,
BKtouaronias pazpadorky C3I1/Ix B cocrae UCIIH;

- cranus BBoja B aericteue C3II/IH, BKiIrOYaromas ONbITHYIO SKCIUTYaTalHo U
MIPUEMO-CIITATOYHBIE HWCIBITAHUS CPEICTB 3allUThl MHPOpPMAIUU, a TAKKE OIECHKY

cootBercTBHs MCIT/IH TpeboBanusim OGe30macHOCTH HH(MOpMAITUH.

OpraHu3alMOHHbBIE MEpbl NPEAyCMaTPUBAIOT CO3JaHUE U MOJAEp’KaHUE
npaBoBoi 0a3bl Oe3omacHoctd II/IlH u pa3paboTky (BBeieHHE B JCHCTBUE)
npeaycMoTpeHHbix  [lomutukoit  mHpopmanmonHoit  6e3omacHoct  MCIIJIH
CIEAYIOIIUX OPraHU3alMOHHO-PACTIOPSAIUTENbHBIX JOKYMEHTOB:

- [Inan Meponpusatuid no obecnedeHuro 3amuthl [I/[H npu ux oOpaboTke B
NCIIH;

- [Inman mepornpusTuii Mo KOHTPOITIO odecriedeHus 3amuthl [1][H;

- [lopsimok pe3epBUpoOBaHUS U BoccTaHOBIEHUs padorocnocobHoctn TC u
I1O, 6a3 mannbx u C3U;

- NomxuoctHast uHCTpyKius anmunuctpatopa UCIIJIH B yactu obecrnieueHus

6e3onacHoctu [1JIn npu ux o6padotke B UCIIH;

- JomxHOCTHAst HHCTPYKIMs anMuauctpaTopa 6ezonacuoctu MCIx;

- HomxHocTtHast wHCTpyKIus mnonb3oBatenss WCII[H B uwactu obecrnieueHus
6ezonacHoctu [1/IH mpu ux odpadorke B UCII/H;

- I/IHCprKIII/ISI Ha Cnyqaf/i BO3HUKHOBEHMS BHCIIITATHOM CUTyaluu,

TexHuueckue MCPBI 3allIUMTBI PCAIM3YIOTCA IIPH IIOMOIOM COOTBCTCTBYIOIIHX

IMPOrpaMMHO-TCXHUUYCCKUX CPCACTB U MCTOA0B 3allIUTHI.



2 3apgauu C3I1/1n

OcuoBuoit nenvto C3IIJIH sBIseTcs MUHMMH3AIUS yiiepda OT BO3MOXKHOU
peanuzaiuu yrpo3 6ezomacHoctu I1/1H.

Jns pocTkeHuss OCHOBHOM Ienmu cucteMa Oe3omacHoctd I1JIn WCIIIH
JoJkHa o0ecrieunBaTh 3 (PEKTUBHOE pellIeHHE CASAYIOMINX 3a/1a4:

- 3aIIUTy OT BMemarenbcTBa B mporecc (ynkuuonupoBanus WCIIH
MMOCTOPOHHMX JIHI] (BO3MOXKHOCTh HcCHojb30BaHusg AC U JIOCTyn K €€ pecypcam
JNOJDKHBI MMETh  TOJIBKO  3apETrMCTPUPOBAHHBIE  YCTAHOBJIEHHBIM  ITOPSIKOM
M0JIb30BaTeNN);

- pasrpaHUYEHHE  JOCTyla  3apPErMCTPUPOBAHHBIX  IIOJB30BATENIEW K
anmnapaTrHbIM, IPOrpaMMHBIM U HHGopMaroHHbIM pecypcaM UCITIH (BO3MOXHOCTh
JOCTyNa TOJBKO K TEM PECYpPCaM M BBINOJHEHHUS TOJBKO TEX OIEpalMil ¢ HUMH,
KOTOpbIE HEOOXOAUMBI KOHKpeTHbIM ToJb3oBatenssM WCII[AH 11 BBIMOTHEHUS
CBOMX CIY>KE€OHBIX O0OSI3aHHOCTEI), TO €CTh 3allMTy OT HECAHKIIMOHMPOBAHHOTO
noCTymna:

1) x uadopmanuu, nupkyaupyromeit B UCI1/H;
2) cpeactBaM BerunciauTeabHoM TexHuku MCITH;

- PETUCTPALMIO JEUCTBUM IOJIB30BATENICH MPU UCIIOIB30BAHUM 3AIMIIAEMBIX
pecypcoB HCIIJIH B CHCTEMHBIX JKypHaJIaX MW NEPUOJAUYECKUN KOHTPOJIb
KOPPEKTHOCTH JEHWCTBUM MOJIb30BATEIEH CUCTEMBI IIYTEM AHAIM3a COAEPKUMOTO
ATUX KYPHAJIOB;

- KOHTPOJIb IIEJIOCTHOCTH (0OecreueHne HEU3MEHHOCTH) Cpebl MCIIOJHEHUS
IPOrpaMM U €€ BOCCTAHOBJIEHUE B CIIy4yac HapyLICHHUS;

- 3alIUTY OT HECAHKI[MOHWPOBAHHON MOAM(PHUKAIUU U KOHTPOJIb LEIOCTHOCTH
ucnone3yemblx B MCII/IH mporpaMMHBIX CpPEACTB, a TaKXKe 3alIUTy CUCTEMBI OT
BHEJIPEHHSI HECAHKLIMOHUPOBAHHBIX NIPOrPamMM;

- 3amuty [IJIH OT yTedyku MO TEXHMYECKHM KaHajlaMm Ipu ee 00paloTke,

XPaHCHHHN U IICPCAAUC 110 KaHaJlaM CBA3H,



- 3amuty [1JIH, Xpanumol, oOpabaThiBaeMOl W TiepeJaBaeMoOM IO KaHaJlaM
CBSI3U, OT HECAHKIIMOHUPOBAHHOI'O Pa3TiIalllCHNs WIN UCKAKECHHUS;

- CBOEBPEMEHHOE BBISIBJICHHME UCTOYHUKOB yrpo3 6e3omacHoctu [1/1H, nmpuunn
U YCIIOBUH, CHOCOOCTBYIOIIMX HaHECEeHHI0 yiepba cyowektam [IJ[H, co3manue
MEeXaHHM3Ma ONEPAaTUBHOTO pearupoBaHUs Ha yrpo3sl Oe3omacHoctu I[I[lH u
HEraTUBHbIE TEHICHLIUU;

- CO3[IJaHUE YCIIOBUU IS MUHUMU3ALMK U JIOKAJU3allMd HAHOCUMOTO yiiepoa
HEIIPaBOMEPHBIMU ACHUCTBUSAMH (DU3UUECKUX W IOPUIUYECKUX JIUL, ociadiieHne

HCTAaTUBHOI'O BJIIMAHUWA W JIMKBHU AL HOCJ'IGI[CTBHFI HapyHICHUA 0e301acHOCTH HI[H



3 O0beKTHI 3a1UUTHI
3.1 IlepeyeHb HHPOPMALMOHHBIX CHCTEM
B VYupexnenun  mpousBoauMTCs 00pabOTKa MEPCOHANBHBIX JIAHHBIX B

MH(}OpMAIMOHHBIX cucTeMa 00paboTku nepcoHanbHbIX AaHHbIX (UCIIIH).

3.2 IlepevyeHb 00BEKTOB 3aIMTHI

OObexTaMu 3alIUThI SIBISIOTCA — HHpopManus, oopadbareiBaemast B UCII/IH, u
TEXHUYECKUE CPEJICTBA ¢ 00pabOTKM U 3ammMThl. [lepeueHpb mepcoHaIbHBIX JTaHHBIX,
MOJIIeXKAIIKE 3alIuTe, onpeneicH B [lepeune mepcoHaNbHBIX JaHHBIX, MOAIEKAIINX
3amute B UCII/I.

OOBEKTHI 3aIIUTHl BKIIIOYAOT:

1) Ob6pabaTeiBaemas uHpopMmarus.

2) TexHonoruueckasi “HGpoOpMaIusi.

3) [IporpaMmMHO-TEXHUYECKHE CPEeACTBA OOPAOOTKH.

4) Cpenctna 3amuThsl [1J[H.

5) Kananel unpopmManimoHHOTO 0OMEHa U TeJIEKOMMYHUKAIIUH.

6) OOBEKTHI U MOMENIEHUS], B KOTOPBIX pa3MenieHbl komnoHeHTsl UCIIJIH.



4 Knaccugurkanus noan3oaresein UCIIAn

[Tonb3oBatenem UCII/IH aBrisieTcs uiio, y4yacTByoiee B PyHKITMOHUPOBAHUN
MH)OPMAIIMOHHOW  CHCTEMbl MEPCOHAJIBHBIX  JAHHBIX WJIH  HCHOJb3YIOIIEe
pesynbTatel ee (pyHkrmonupoBanus. llomb3oBatenem WCII[IH sBrisercs mo0o0i
COTpYIHUK YupexaeHus, umeromnid goctyn k WCIIJIH u ee pecypcam B
COOTBETCTBUM C  YCTAHOBJIICHHBIM  TMOPSAOKOM, B  COOTBETCTBUH C  €rO
(GyHKIMOHATBHBIMH O00SI3aHHOCTSIMU.

ITonb3oBarenu UCII/IH nensTca Ha TpU OCHOBHBIE KAaTETOPUH:

1) Anmunucrpatop  UCITdu.  CotpyaHuku — YUpexIeHus,  KOTOPBIE
3aHUMAIOTCS  HACTPOMKOHN,  BHEAPEHHEM U  CONPOBOXKICHUEM  CUCTEMBI.
Anvuauctpatop UCII/IH obmanaer ciemyomuM YpoBHEM JIOCTYTIA:

- obmajaer monHOM wuWHGpOpMAIMEl O CHUCTEMHOM U TMPUKIATHOM
nporpammuoM obecnieuernu MCII/Ix;

- obmamaer moMHOW WHGOpPMAIMEl O TEXHUYECKUX CpEACTBaX U
koHpurypauuu UCII/H;

- UMEEeT JIOCTyH KO BCEM TEXHUYECKUM CpEIACTBaM 00pabOTKU
uHdopmanmu u gaaasiM UCITH;

- obmajaer mpaBaMU KOH(MUTYpUpPOBaHUS U  aJIMHHHCTPATUBHOMU

HacTpoiiku Texanueckux cpeacts UCII/IH.

2) Iporpammucr-pazpaborunk  MCITI[n. CoTpyaHukd YUpeKIeHUs WM
CTOPOHHUX OpraHu3alfii, KOTOpPhIE 3aHUMAIOTCS pa3pabOTKON MPOrpaMMHOIO
ob6ecnieuenus. Pazpaborunk MCII[IH obnagaer cieayonM ypoBHEM JIOCTYyTA:

- obmamaer wHGoOpManHe 00 anropuTMax M Mporpammax 00padOTKh
unpopmaru Ha UCIIH;
- o0aiaeT BO3MOXHOCTSIMU BHECEHUSl OIIMOOK, HEIEKIApUPOBAHHBIX

BO3MOXXHOCTEH, MPOrPpaMMHBIX 3aKJIAaJIOK, BPEJOHOCHBIX MporpamMm B

nporpammuoe obecneuenne MCII/In Ha ctaguu ee pa3paOOTKU, BHEIPEHUS U

COTIPOBOK/ICHHUSI;



- MOKET pacroyiarate JOObIMH (parMeHTamMu HH(OpMaUUUd O
tonosiorun VICITJIH m TexHudeckux cpencrtBax oOpaboTku u 3amuthl [1J1H,

obpabateiBaembix B UCII/IH.

3) Omeparop  UCIIJIn. CoTpyAHMKH  HOApasfeleHud  YUpeKIeHUs
ydactByromux B mporecce skcruryatanuu WCIIIn. Onepatop UCIIAH oGnamaer
CJIEYIOIINM YPOBHEM JOCTYTA!

- o0aiaeT BCeMU HEOOXOAMMBIMH aTpuOyTamMu (HampuMep, MapoyieMm),
00eCIeynBaOIUMHU JIOCTYT K HEKOTOpoMy noaMHokecTBy [1/1H;
- pacnosiaraeT KOH(QUJECHIHAIbHBIMU JaHHBIMU, K KOTOPHIM HUMEET

JOCTYII.

Kareropuu nonws3oBatesneit JoJKHBI OBITH onpenenenbl st kaxaon MCI/H.
JIOJbKHO  OBITh  YTOUHEHO pa3JiejieHue COTPYAHUKOB BHYTPU KaTeropuid, B
COOTBETCTBMM C THUIIAaMH I[OJb30BaTeledl  omnpenaenceHHbiMA B [lonuTuke

UH(OPMAIIMOHHON O€30ITaCHOCTH.



5 OCHOBHBIE IPUHIHUIBI NOCTPOEHUS CUCTEMbI KOMILIEKCHOM 3allIMThI
HH(pOpMaALIMH

[Toctpoenue cuctemnl ooecnieuenus 6e3onacuoctu [1/In UCITIn Yupexaenus
U ee (PYHKIIMOHMPOBAHWE JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU  CO

CIcAyromruMHUu OCHOBHBIMH ITPUHIUIIAMMU:

- 3aKOHHOCTB;

CUCTEMHOCTB;

- KOMIUIEKCHOCTb;

- HENPEPBIBHOCTB;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTb U HENPEPBIBHOCTH COBEPIICHCTBOBAHMS;
- IIEPCOHAJIbHASI OTBETCTBEHHOCTB;

- MMHUMHA3a1Us [I0JTHOMOYMHM;

- B3aHMOJICUCTBUE U COTPYIHUYECTBO;

- THOKOCTh CHCTEMBI 3aILUTHI;

- OTKPBITOCTB aITOPUTMOB U MEXAHU3MOB 3aILUTHI;
- POCTOTAa IPUMEHEHHUS CPEICTB 3ALNUTHL;

- Hay4Hasd 00OCHOBAHHOCTh Y TEXHHYCSCKAS pPCaIn3yCMOCTD,

crienuann3anus 1 npodecCuoHaIN3M;

00513aTeIBHOCTh KOHTPOJIS.

5.1 3aKoHHOCTH
[Ipennonaraer OCyIIECTBICHHE 3alIUTHBIX MEPONPUITUH U pa3pabOTKy
C3IIIn VYupexaeHuss B COOTBETCTBMU C JICMCTBYIOIIUM 3aKOHOJATEICTBOM B
obmactu 3amutel [[J[H W JOpyrux HOPMATUBHBIX AakKTOB IO OE€30MAaCHOCTH
uH(opManKK, YTBEPKJACHHBIX OpraHaMy rOCyAapCTBEHHOW BJIACTH W YIIPaBJICHUS B

Impeaciiax ux KOMIICTCHIINH.



[Tonb3oBaTenu u oOcayxuBaromuii nepconan I[[In UCIIn VYupexnenus
JOJDKHBI OBITH OCBEJOMIIEHBI O MOPSIIKE pabOThI ¢ 3amuiiaeMoi nHopmanuen u oo

OTBETCTBEHHOCTH 3a 3auThl [1/1H.

5.2 CucreMHOCTH

Cuctemubiii noaxoA k nocrpoenuto C3IIIn Yupexaenus npenmnonaraet yyer
BCEX B3aMMOCBS3aHHBIX, B3aUMOJCHCTBYIOIIMX M HW3MEHSIOIIUXCS BO BPEMEHU
AJIEMEHTOB, YCJIOBUH W (DAKTOPOB, CYIIECTBEHHO 3HAYMMBIX IS TTOHWUMAaHUS W
pemeHus npoonemsl odecrieuenns 6ezonacuoctu [1JIx UCITIa Yupexnenus.

[Ipn co3gaHWM CHCTEMBI 3aIllMTHl JOJDKHBI YYUTBHIBATHCS BCE cladble W
HauOosiee YsI3BUMbIE MecTa cuctembl o00padotku IIJ[H, a Takxke xapaktep,
BO3MOJKHBIC OOBEKTHI M HAMpaBJICHUS aTaK Ha CHUCTEMY CO CTOPOHBI HapyIlIUTENeH
(0cOOCHHO BBICOKOKBATH(UITUPOBAHHBIX 3JI0YMBIIINICHHUKOB), ITyTH TPOHUKHOBCHUS
B pacnpenenenusie cucteMbl 1 HCJ x mHbopmarmu. Cuctema 3amuThl JOJDKHA
CTPOUTHCA C YUYETOM HE TOJIbKO BCEX M3BECTHBIX KaHaoB npoHukHOoBeHus u HCJ k
uH(OpMaIMU, HO W C YYETOM BO3MOXHOCTH TOSBIICHHUSI TPUHIMITHAIEHO HOBBIX

nyTel peanu3aluu yrpo3 6€30MacHOCTH.

5.3 KomiuiekcHOCTH

KomMmmniekcHoe HuCrosib30BaHUE METOJIOB M CPEJCTB 3alllUThl Iperojaraet
COrJIaCOBAaHHOE MPHUMEHEHHE PAa3HOPOAHBIX CPEACTB IMPH MOCTPOEHUHU LIETOCTHOU
CUCTEMbI 3alllUThl, NEPEKPbIBAIOLICH BCE CYIIECTBEHHbIE (3HAYMMbIE) KaHaJbl
pealM3allid yrpo3 W HE CoAepXKalled cinabblX MECT Ha CThIKaxX OTIEJIbHBIX €€
KOMITOHEHTOB.

3amuyra JOJKHA CTPOMTHCS SUIEJIOHUPOBAaHO. JUIg KaXkI0ro KaHajla yTEUKH
uHpopMauu M I8 KKIOM yrpo3bl 0€30IaCHOCTH JIOJDKHO —CYILECTBOBATH
HECKOJIbKO 3alIMTHBIX pyOexkei. Co3gaHue 3alllUTHBIX pyOexed OCyIIeCTBIAETCS C
y4€TOM TOro, YTOOBI ISl MX NPEOJOJICHUS MOTEHIHMAIBHOMY 3JI0YMBIIIJICHHUKY
TpeboBaMCh NpPOo(ecCHOHATIbHBIE HABBIKM B HECKOJbKHX HEB3aHMMOCBSI3aHHBIX
o0nacTsx.

BuemHss 3ammMra  gomkHa oOecniednBatbes  (PU3MUYECKMMHU CPEICTBaMH,

OpraHu3alilMOHHBIMHU U IIPABOBBIMH MCPAMMU.
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3ammmra [IJIH — He pa3oBoe MEpONpPUIATHE M HE NPOCTAasi COBOKYIHOCTh
MPOBEJCHHBIX MEPOINPHUITUNA U YCTAHOBJICHHBIX CPEJCTB 3aIlUThI, & HENPEPBHIBHBIN
LIEJICHAIIPABIICHHBIN IIPOLECC, MPEANONAratoliuil TPUHATHE COOTBETCTBYIOLIUX MEp
Ha BceX ATarax xu3sHeHHoro nukia UCII/IH.

NCII[dH nomkHBI HAXOOUTHCS B 3alMIIIEHHOM COCTOSIHUM HAa MOPOTSXKEHUHU
BCETO BpPEMEHM WX (DYHKIIMOHMPOBAHUA. B COOTBETCTBHUM C ASTUM MPUHIIUIIOM
JOJKHBI TPUHUMATHCS MEPBI 0 HeponyuieHuto nepexoaa MCII/IH B He3amuieHHoe
COCTOSIHHE.

bonpmHCTBY  (U3MYECKUX M TEXHUYECKUX CPEACTB  3alIUThl  JJIA
3¢ ()EKTUBHOTO BBHIMOIHEHUSI CBOUX (PYHKIIMI HEOOXOAMMA MOCTOSIHHAS TEXHUYECKas
W OpraHu3alMoOHHAs (aIMUHUCTpaTHUBHAs) TMOMAJEpKKa (CBOEBpEMEHHAas CMEHa U
oOecrieyeHUuEe TMPABWIBHOIO XPAHEHHS U TPUMEHEHUS HMMEH, IMapoJiel, KItouen
mudpoBaHus, MepeonpeneseHue NoJHoMouni U T.11.). [lepepsiBel B paboTe cpencTs
3allATBl  MOTYT OBITh  HWCIIOJIB30BaHBI  3JIOYMBINUICHHUKAMH JUISI  aHajJu3a
MPUMEHAEMBIX METOJOB M CPEIACTB 3allUThl, I BHEAPEHUS CIEIUATBHBIX
IIPOTPAMMHBIX M alllapaTHBIX '"3aKIafoK" W IPYTUX CPEACTB IPEONOJIEHUS CHCTEMBI

3alIUThI ITOCJIC BOCCTAHOBJICHU €C Q)YHKIII/IOHI/IpOBaHI/I}I.

5.4 CBOeBpeMEHHOCTH

[Ipenmonaraer ymnpexmarolmuil xapakrep Mep oOecredeHusl Oe30MacHOCTH
IT/I1, TOo ecTh MOCTaHOBKY 3aj7ay nmo komruiekcHo# 3amure MCIIIH u peanuzaiuio
mep obecnieyenus: 6ezonacHoctu [IJIH Ha panHux cramusax pazpadotku MCIIIu B
IIEJIOM U €€ CUCTEMBI 3aIUThl MH()OPMAITUH, B YaCTHOCTH.

Pa3zpaboTka crcTeMbl 3alUTHI TOJDKHA BECTHCH MAPAIIIEIBHO ¢ pa3paboTKON 1
pa3BUTHEM CaMOMl 3alMIIAEMON CHUCTEMBI. ITO TO3BOJMUT YYECTh TPeOOBaHUS
0€30MacHOCTH TPU MPOCKTUPOBAHUHU APXUTEKTYPHI M, B KOHEYHOM CUETEe, CO3/IaTh
oomee a(pdekTuBHBIE (KaK IO 3aTpaTaM PeCypcoB, TaK U IO CTOMKOCTH) 3alllUIICHHBIC

CHCTCMBHI.



5.5 IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHHE
[IpenmonararoT IMOCTOSHHOE COBEPLIICHCTBOBAHME MEpP W CPEICTB 3AILUTHI
UHpOpMAIMM Ha OCHOBE IPEEMCTBEHHOCTH OpPraHU3alMOHHBIX M TEXHUUYECKHUX
pelIeHuii, KaApoBoro cocrana, aHaiuza ¢pyHkunonuposanus MCII/IH u ee cuctemsl
3alIUTHl C YY€TOM M3MEHEHH B METOJaX W CpEeACTBaxX IepexBaTa HH(OpMaluw,
HOPMAaTUBHBIX TpeOOBaHMM MO 3alluTe, JAOCTUTHYTOIO OTEYECTBEHHOTO U

3apy0exKHOT0 OMbITa B 3TOM 00JaCTH.

5.6 IlepconajbHasi 0OTBETCTBEHHOCTh
[Ipenmonaraer BO3MOXKEHHE OTBETCTBEHHOCTU 3a OOecreyeHne 0e30MacHOCTH
Il u cucremMbl uX O0OpabOTKM Ha KaXJIOr0 COTPYJIHHWKA B TMpeaeinax ero
MOJITHOMOYHMA. B COOTBETCTBMM ¢ OSTUM TMPHUHIIMIIOM paclpeneicHUue TMpaB H
00s13aHHOCTEW COTPYJHUKOB CTPOUTCS TakMM 00pa3oM, 4TOOBI B cllydae Jt000ro

HapyHmICHUsA KPYIr' BHHOBHHUKOB OBLT YETKO U3BECTCH WJIU CBCIACH K MUHUMYMY.

5.7 IlpuHUMI MUHUMHU3ANUAA TTOJTHOMOYMI
O3HavaeT mpeAoCTaBICHUE MOIb30BATEISIM MHUHUMAJIbHBIX MpaB JOCTyMa B
COOTBETCTBHH C MPOW3BOJICTBEHHONW HEOOXOJMMOCTHIO, HA OCHOBE MPHUHIUIA «BCE,
YTO HE PA3pEIUIEHO, 3aIPEIICHOY.
Hoctyn x IIJIH goykeH MpenocTaBiIAThCS TOJIBKO B TOM CIydae U 0ObeMme,
€CIM  3TO HEOOXOAMMO COTPYAHHUKY [UIS BBIMOJIHEHUS €ro JIOJKHOCTHBIX

00s13aHHOCTEMN.

5.8 B3aumopaencTBHe U COTPYIHUYECTBO
[Ipenmomaraer co3ganue OjarompusTHOM aTMochepbl B  KOJUICKTHBAX
nojapaszaeneHuit, obecneunBaronux AesteabHocts MCIIJIH Yupexnenus, s
CHIDKCHUS BEPOATHOCTM BO3HUKHOBECHMUSI HETaTUBHBIX JCHUCTBUN CBSI3aHHBIX C
YEJIIOBCYCCKUM (haKTOPOM.
B Ttakoit 00OCTaHOBKE COTPYJHHMKUA JOJDKHBI OCO3HAHHO COOJIIOJATh
YCTAHOBJICHHbBIE MPABUJIA U OKa3bIBATh COJCHCTBUE B JICSITEILHOCTH MOAPA3/ICICHUN

TEXHUYECKOM 34U ThI I/IH(i)OpMaLII/II/I.



5.9 I'mbokoctb cucremsbl 3amuThl I/ H
[IpuHsITHIE MEPBHI U YCTAHOBJICHHBIC CPEJICTBA 3AIIUThI, 0COOEHHO B HaYaJbHbBIN
NepuoJ WX OKCIUIyaTalldd, MOTyT oO0ecleunBaTh KaK 4Ype3MEpHBIM, TakK u
HEJIOCTATOYHBIA ypOBEHb 3aluThl. {151 obecrnieueHus: BO3MOXXHOCTH BapbUPOBAHUS
YPOBHEM 3alllUIIIEHHOCTH, CPEJCTBa 3allluThl JOJDKHBI 00JalaTh OMNpPEAeICHHOU
ruOKOCThI0. OCOOCHHO BaXKHBIM 3TO CBOMCTBO SBISETCS B TeX Ciyyasx, Korja
YCTAHOBKY CPEJICTB 3alUThl HEOOXOAUMO OCYIIECTBIISITH HA pabOTAIOIIYI0 CUCTEMY,

HE HapyImias mpoiecca e HOpMaIbHOTO (DYHKITMOHUPOBAHUS.

5.10 OTKpBITOCTH AJTOPUTMOB U MEXaHU3MOB 3aLIUThI
CyTb TpUHIIMIIA OTKPBITOCTH aJTOPUTMOB U MEXaHU3MOB 3alIUThI COCTOUT B
TOM, YTO 3alluTa HE JOJDKHA O00€CHedYMBAThCS TOJBKO 3a CUET CEKPETHOCTH
CTPYKTYpPHOM OpraHu3alid U aJrOpUTMOB (DYHKIIMOHMPOBAHUS €€ TOJCUCTEM.
3HaHUE aITOPUTMOB PaOOThI CUCTEMBI 3allUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€
npeogojeHus (maxe aBropam). OjaHAKo, ATO HE O3HayaeT, 4ro HHOOpPMAIHS O

KOHKPETHOM CHUCTEME 3alllUThI JOJKHA OBITH 00IIEIOCTYITHA.

5.11 IIpocToTra NnpMMEHEHHUs CPEACTB 3ALIUTHI

MexaHu3Mbl 3alIUTHl JIOJDKHBI OBITh MHTYUTHBHO TIOHSTHBI W TIPOCTHI B
UCIOJb30BaHuU. [IpuMeHeHue CpeAcTB 3allUThl HE JOJDKHO OBITh CBSI3aHO CO
3HAHUEM CICIUATbHBIX S3bIKOB WM C BBHITIOJTHEHUEM JIEUCTBUM, TPEOYIOIINX
3HAQUYMUTEJIPHBIX  JOMOJHUTEIBHBIX  TpyjAo3aTpaT  Npu  OObBIYHOM  paboTe
3apPErUCTPUPOBAHHBIX YCTAaHOBJICHHBIM TIOPSJKOM TIOJIb30BaTEIE, a Takke He
JOJDKHO TpeOOoBaTh OT TOJIb30BATENsl BBIMOJHEHHS PYTHHHBIX MAJOMOHSTHBIX €MY
onepauuii (BBOJ HECKOJIBKUX MapoJel U UMEH H T.1.).

JloJbkHa JOCTUraThCsl aBTOMATH3AIMs MAaKCUMAaJIbHOIO 4YHCJIAa JCUCTBUM

nonb3oBarene u agMuauctparopos MCII/IH.

5.12 Hayqﬂaﬂ 000CHOBAHHOCTDH M TEXHHYECKAas Pe€aIn3yeEMOCTh
I/IH(l)OpMaHI/IOHHBIG TCXHOJOInu, TCXHHUYCCKHC W IIPOTpaMMHBLIC CPCIACTBA,
cpeactTBa MW MCpPBI 3alllUTHBI I/IH(i)OpMaHI/II/I JOJIZKHBI OBITH PCAJIM30BAHbI HA

COBPEMCHHOM YPOBHC pPa3BHUTHUA HAYKHM W TCXHHUKH, HAYYHO 00OCHOBAHBI C TOYKH



3peHuss JOCTHKEHHUS 3aJaHHOIO YPOBHS 0€30MacHOCTH HMH(POPMALUU U JIOJHKHBI

COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeboBaHusM 1o O6e3omacHoctu [1/1H.
C3I1[dx momxHa ObITh OPUEHTUPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKH IS

KOTOPBIX M MeEpbl NPOTUBOAECUCTBUA OTHUM PHUCKaM IIPOUUIM BCECTOPOHHIOIO

TEOPETUUYECKYIO U MPAKTUUECKYIO MPOBEPKY.

5.13 Cneumnanuzanus 1 npogeccuoHaAIN3M
[Ipenmosaraer mnpuBiaedYeHUE K pa3padOTKE CPEACTB M pealu3aluu Mep
3aILUTHI uHpOpMaIuu CHEHHUAIM3UPOBAHHBIX  OPTraHU3alLMi, Haubosee
MOATOTOBJIEHHBIX K KOHKPETHOMY BHUIY JEITEIBHOCTH IO  00eCIEeYeHUIo
oe3onacHoctu I1/IH, UMEIOMUX OMBIT MPAKTUYECKOW PabOThl U TOCYJapCTBEHHYIO
JUIEH3UI0 Ha IMpaBO OKa3aHus yclIyr B JTod obOmactu. Peanuzanus
aIMUHHUCTPATUBHBIX MEP U AKCIUTyaTalusl CPEJICTB 3aIIUTHI TOJHKHA OCYIIECTBISATHCA

HpO(I)eCCI/IOHaJ'II)HO IIOATrOTOBJICHHBIMH CIICIHAJIMCTaMH quemz[eHHﬂ.

5.14 O053aTeJIbHOCTH KOHTPOJIA

[Ipenmnonaraer 0053aTENbHOCTh U CBOEBPEMEHHOCTh BBISIBICHUS U MPECCUCHUS
MONBITOK HAPYIIEHMS] YCTAHOBJIEHHBIX MpaBuil obecneuenus Oe3omacHoctu [1/IH Ha
OCHOBE MHCIIOJIb3YEMbIX CHCTEM M CpEICTB 3alUThl HH(OpPMAalLUU TpHU
COBEPILIEHCTBOBAHUM KPUTEPUEB U METOJIOB OLICHKU 3(P(HEKTUBHOCTH ITUX CUCTEM U
CPEICTB.

KoHnTponb 3a neATenbHOCTBIO JHOOOrO IMOJIb30BATENsl, KaXXJOro CpeicTBa
3alIUTHl U B OTHOILIEHUU JIIOOOr0 OOBEKTa 3alllUThl JOJKEH OCYILIECTBIATHCA Ha
OCHOBE IPUMEHEHUS CPEJCTB ONEPATUBHOIO KOHTPOJISI U PErMCTPALUA U JOJDKEH
OXBaThIBaTh KaK HECAHKIIMOHHPOBAHHBIE, TaK M CAHKIHMOHUPOBAHHBIE JCHCTBUSA

OJb30BaTEJIEN.



6 Mepbl, MeTOBI M CpecTBA 0O0ecnedyeHUus1 TPedyeMoro ypoBHs
3alUIIEHHOCTH

OGecrieueHue TpeOyeMOro ypOBHS 3alllUIIEHHOCTU JOJDKHOCTU JOCTUTAThCS C
MCITOJIb30BAaHUEM MEpP, METOJIOB U CPEeACTB Oe3omacHocTu. Bece Mepnl obecrieueHus

6e3onacHoctu UCIIAH noapa3aensitoTes Ha:

- 3aKOHOJaTeIbHbIE (MIPABOBHKIE);

- MOPaJIbHO-3TUYECKUE;

- OpraHu3alMOHHbIC (aIMUHUCTPATUBHBIC);
- (usnueckue;

- TEXHUYECKUE (anmapaTHbIE U IPOrPaMMHBIE).

[lepeuenb BbIOpaHHBIX Mep oOecredeHus: Oe3onacHoCcTH oTpaxkaerca B Ilinane

MepOHpI/IﬂTI/Iﬁ 110 00€eCIIeUYEeHUTO 3alUThl IICPCOHAJIBHBIX JaHHBIX.

6.1 3akoHoaaresibHbIE (IPABOBbIE) MePbI 3aIIUTHI

K mpaBoBBIM MepaMm 3amuThl OTHOCATCS JCUCTBYIOIIME B CTpPaHE 3aKOHBI,
yKa3bl U HOPMATUBHBIC aKThl, periaMeHTHpyromue mnpaBuia oOpamenus c [1/1H,
3aKPETUISIONINE TTpaBa U 00S3aHHOCTH YYACTHUKOB WH()OPMAITMOHHBIX OTHOIICHUHA B
mporecce ee  0o0padOTKM M HWCIOJB30BaHUSA, a TaKXkKe YCTaHaBJIMBAIOIINE
OTBETCTBEHHOCTh 3a HApYIICHHWS JTUX TMpaBWI, TMPEHATCTBYS TEM CaMbIM
HEMPaBOMEPHOMY HCTONb30BaHuio [1/IH U siBisronIMEecs CACPKUBAOIINM (GaKTOPOM
JUISI TIOTEHIIMATbHBIX HAPYIIIUTEICH.

[IpaBoBble ~ Mepbl  3alUTBI  HOCAT B  OCHOBHOM  YIPEXIAOIIUH,
PO MITAKTUIECKUN XapakTep U TPeOYIOT MOCTOSHHOW Pa3bsCHUTEIHLHOW pabOThI ¢

IIOJB30BaATCIISIMU U O6CJ'Iy>KHBaIOIHI/IM IIEPCOHAJIOM CHUCTCMBI.

6.2 MopajJbHO-3THYECKHE MePbl 3allIUThI
K MopanbHO-3THUECKMM MepaM OTHOCATCSI HOPMBI IIOBEACHUS, KOTOPBIE
TPAJULIMOHHO CIIOKWINCh WM CKJIAABIBAIOTCS IO Mepe pacnpoctpaHeHus OBM B
CTpaHe WM 00IecTBE. DTU HOPMBI OOJbILIEH YaCThIO HE SIBISAIOTCSA 00sS3aTEIbHBIMU,
KaK  3aKOHOJATEIbHO  yTBEPXKICHHBIE HOPMATUBHBIE  aKThl, OJHAKO, UX

HEeCcOOJI0/IeHnEe BeJIeT 0OBIYHO K MaJICHUI0 aBTOPUTETA, IPECTIIKA YETIOBEKA, TPYIIbI



JUIl WIK OpraHu3anuu. MopaabHO-3TUYECKUE HOPMBbI OBIBAIOT KaK HEMHCAaHBIC
(Hanpumep, OOIIETIPU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTHU3MA M T.I.), TaK U
MMCaHble, TO €CThb O(POPMIICHHbIE B HEKOTOPHIM CBOJ (yCTaB) TpaBWI WIH
NpEANUCaHUM.

MopanbHO-3TUYECKHE MEphl 3aIUTHI SABIAIOTCS MNPOPUIAKTUYECKUMH U
TpeOYIOT MOCTOSHHOM pabOThl MO CO3JAaHUIO 3I0POBOTO MOPAJIBLHOrO KiMMaTa B
KOJUIEKTHBAX MoJpa3aeiieHnii. MopanbHO-3THUYECKHE MEphl 3allUThl CHUXKAIOT
BEPOSTHOCTh BO3HUKHOBEHMSI HETaTUBHBIX JEHCTBHUI CBS3aHHBIX C YEJIOBEUYECKUM

(haxkTopoMm.

6.3 OpranuzanuoHHble (AAMUHUCTPATHBHBbIE) MEPbI 3ALIUTHI

OpraHuzaiMoHHble  (aAMUHUCTPATUBHBIE) MEphl 3alIUThl - 3TO MEPHI
OpraHU3aIMOHHOIO XapaKTepa, PerjJaMEeHTUPYIOIINE MPOIECChl (PYHKIITMOHUPOBAHUS
UCTIIn, wucnons3oBanue pecypcoB MCIIJIH, nedarenbHOCTh 0O0CITYKHBAIOIIETO
NepCcoHANIa, a TakXKe MOPSAOK B3aumojehcTBUs mosib3oBaTeneid ¢ MCIIH Takum
o0pa3oM, 4ToObl B HAUOOJIbLLIEH CTENEHH 3aTPYyAHUTh WU UCKIIOYUTH BO3MOKHOCTh
peanm3anui  yrpo3 O€30MacCHOCTH WM CHU3HWTH pa3Mep TOTeph B Ciydae uX
peanu3aiuu.

['maBHas 1enb aJIMUHUCTPATUBHBIX MEp, MNPEANPUHUMAEMBIX Ha BBICIIEM
yOpaBJIEHYECKOM ypoBHe — cdopmupoBath [loautuky uHDOpMaIMmOHHON
6e3onacHoctu 111 (oTpakarolyro MoaXobl K 3a1uTe HHHOPMAILIMK) U 00ECIIeYUTh
€€ BBITIOJTHEHUE, BBIIETISIE HEOOXOAMMBIE PECYPCHI M KOHTPOJIHMPYS COCTOSIHUAE JEN.

Peammzanus Ilomutukn wHopmanmonHoi Oe3zonacHoctu I1[ln B UCIIOH
COCTOSIT U3 MEP aJIMUHUCTPATUBHOTO YPOBHS M OpPraHU3AIMOHHBIX (MIPOIEAYPHBIX)
Mep 3aluThl HHpOpMaIuu.

K agMUHUCTpaTUBHOMY YpPOBHIO OTHOCATCS pELIEHUS PYKOBOJCTBA,
3arparuBatomre aesarenpbHoctb UCII/IH B menom. OTu pemieHus 3aKperuisitoTcs B
[Tonmutuke wHbopmalmoHHon Oe3zonacHOCTH. [lpuMepoM TakuX peElIeHHd MOTyT

OBITh:



- IPUHSATUE peleHUuss O (QOPMUPOBAHUM WM TEPECMOTPE KOMIUIEKCHOM
nporpaMmbl obecrnieuenus OezomacHocT [IJ[H, ompeneneHue OTBETCTBEHHBIX 3a €€
peanu3aiuio;

- (opMynupoBaHue I1ieNiei, MOCTAaHOBKA 3ajad, OIpeJeCHUE HaNpaBJICHUI
JeATeTLHOCTH B 00acTu 6e3omacHoctH [1]1H;

- IPUHSTHE PEIICHUN MO BOMPOCAM peai3allud MporpaMMbl 0€30MacHOCTH,
KOTOPBIE paCCMaTPHUBAIOTCS HA YPOBHE Y UPEKICHHS B LIETIOM;

- obecrieueHre HOPMATUBHOM (ITPaBOBOIT) 0a3bl BOMTPOCOB OE30MACHOCTH H T.II.

[TomuTrka BEpXHETO YPOBHSA MIOJDKHA YETKO OYEPTUTH chepy BIUSHUS U
OTpaHMYCHHs] TIPH ompeneieHun neiner o6e3zomacHoctu I1JIH, ompeaenuTh KaKUMH
pecypcamu (MatepualibHbIC, MEPCOHAN) OHU OYAYyT JOCTUTHYTHI U HAWUTH pa3yMHBINA

KOMIIPOMHUCC MEXIY NPUEMJIEMBIM YPOBHEM 0O€30MaCHOCTH M (DYHKIIMOHAIBHOCTBIO

WCTITn.

Ha oprann3anioHHOM ypOBHE OIpENEISIOTCS NPOUEAYypPhl W IpaBUJIA
JOCTIKEHUA Lenedt u pemeHus 3agad [lonuruku mHbOpMaIMOHHON 0€30MacHOCTH

[1/TH. OTn npaBuiIa ONPENEISIOT:

- KakoBa 00J1acTh MPUMEHEHUS MOIUTUKHN O6e3onacHocTu [1/]H;

- KAKOBBl POJIM W OOS3aHHOCTH JOJDKHOCTHBIX JIMI, OTBEYAlollue 3a
MpoBeJieHHe TONMUTUKH Oe3omacHocTH [IJI[H, a Tak Ke HWX yCTAaHOBUTH

OTBETCTBEHHOCTB;
- KTO umeeT npasa gocryna k [1/1H;
- KaKMMU MepaMH U cpeficTBamu obecrnieunBaercs 3amura [1)H;

- KaKMMH MEpaMH U CPCACTBAMU oOecrieunBaeTCs KOHTPOJIb 34 CO6JHOI[CHI/ICM

BBCIACHHOI'O pCKUMaA 0C301aCHOCTH.

OpFaHI/IBaI_II/IOHHBIe MCPBI JOJI’KHBI:



- NIpelyCMaTpuBaTh periamMeHT UH(GOPMAITMOHHBIX OTHOILLICHH,
HCKJIIOYAIOIINX BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JEHUCTBUII B OTHOLICHUU
00BEKTOB 3aIIUTHI;

- ONpPEACNATh KOAIUIMOHHBIE U MEPAPXUYECKUE MPUHIUIIBI U METObI
pasrpanunyenus gocryna K [1/1H;

- ONpEAENATh TMOPSAJOK pabOThl €  MNPOrpaMMHO-MAaTEMATHUUYECKUMHU U
TEXHUYECKMMHU (ammapaTHble) CpeICTBAMHM  3allUThl W JPYTUX  3alllUTHBIX
MEXaHU3MOB;

- opranu3oBatb Mepbl nporuBoAericTBus HCJ[ monb3oBaTensiMu Ha 3Tamax
ayTeHTU(PUKALIUYA, aBTOPU3AINH, WIACHTU(GUKAINN, O0O0ECIIeUNBAIOIINX TapaHTUU

peanu3aiuu mpaB ¥ OTBETCTBEHHOCTU CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIIICHU.

B opranuzaimoHHbie MEphI JIOJKHBI COCTOSITh U3:

- pernamenTa goctyna B nomemenus UCIIx;

- MOPSIOK JOMyCKa COTPYAHUKOB K HCIoib30Banuto pecypcoB MCII/n
YupexaeHus;

- perjmaMeHTa IpoLECCOB BeAeHUs 0a3 JaHHBIX U OCYLIECTBIICHHS
Moau(UKauu UHPOPMAITMOHHBIX PECYPCOB;

- perjaMeHTa TPOIEeCCOB OOCITY)KMBAaHUS W OCYIICCTBICHHS] MOIUDUKAIIIU
anmapaTtHbIX ¥ nporpaMmMHbIx pecypcoB MCII/IH;

- uHcTpykui  monw3oBareneit MCIIJa  (agmunuctparopa  MCIIH,
agMUHHCTpaTopa 6e3omnacHoctu, oneparopa UCIIIH);

- HHCTPYKIOUA ITOJb30BATCIIA ITPH BO3HHUKHOBCHHUH BHCIITATHBIX CHTyaHHﬁ.

6.4 dDusnyeckKue Mepbl 3alIUThI
du3nyecKkue Mepbl 3alllUThl OCHOBAHbI HAa IPUMEHEHUH pa3HOro poja
MEXAHUYECKUX, AIEKTPO- WIH JICKTPOHHO-MEXAHUYECKUX YCTPOMCTB U COOPYIKEHUU,
CIEIMAIbHO TPEJHAa3HAYEHHBIX JUIS CO3JaHMs (U3WYECKUX NPENSTCTBUI Ha

BO3MOJXHBIX IIYTAX IMPOHHUKHOBCHHA WM JOCTyIla IOTCHIHAJIBHBIX HapyLm/ITeneﬁ K



KOMIIOHEHTAaM CHUCTEMbl M 3alllUIaeMOil HHpOpMAaIMU, a TaKXKe TEXHUUYECKUX
CPEACTB BU3yaJbHOTO HAOJIOICHHMS, CBA3U U OXPAHHOM CUTHAJIU3AIUU.

dusnyeckas 3amuTa  3JaHUM, TMOMEIIeHUuH, OOBEKTOB U  CPEACTB
nH(pOpMaTH3aLMH TOKHA OCYIIECTBIATHCS MYTEM YCTAHOBJICHUSI COOTBETCTBYOITUX
IIOCTOB OXpPaHbI, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPaHbl WU JIFOOBIMU APYTUMU
crocodamu, NPENOTBPALLAIOIIUMHI WA CYLLECTBEHHO 3aTPyIHAIOIIUMU
NPOHUKHOBEHUE B  3JaHUE, [OMEIICHUS  IIOCTOPOHHUX  JIUIL, XMUIIECHUE
MH(QOPMAIIMOHHBIX HOCUTEJEH, caMUX CpelCcTB MHGOPMATU3AIUU, UCKIIOYAIOIUMU
HaxO0XXJICHUE BHYTPU KOHTPOJUPYEMOH (OXpaHSIEMOM) 30HBI TEXHUYECKUX CPEJICTB

Pa3BCOKHU.

6.5 AnmapatHo-nporpamMmmuble cpeacTsa 3amuThl II/{H

Texnuyeckue (ammapaTHO-MIPOTPAMMHBIE) MeEpbl 3allUThl OCHOBaHbI Ha
UCIIOJIb30BAHUU PA3JIMYHBIX 3JIEKTPOHHBIX YCTPOWCTB W CIHELHAIBHBIX MPOTPaMM,
Bxosamux B coctaB MCIIJIH 1 BRIMOMHSAIONIUX (CaMOCTOSTEIBHO MM B KOMILJIEKCE C
JIPYTUMHU CcpeacTBaMu) (GYHKIUMA 3aUTHl (MACHTU(DUKAIMIO ¥ ayTEHTU(UKAIUIO
M0JIB30BATENICH, pa3rpaHUYEHUE JIOCTyINa K pecypcam, PEerucTparuio COOBITUN, U
T.1.).

C yueTom Bcex TpeOOBaHMI W MPUHIUIIOB obOecriedeHus: OezonacHoct [1/1x B
NCIIdx mo BceM HaNpaBJICHUSM 3aIlIUThl B COCTAB CUCTEMbI 3aIUThI JJOJDKHBI OBIThH
BKJIFOUEHBI CIEAYIOIINE CPEACTBA:

- CpelCTBa uaeHTUPUKAIIIT (ormo3HaBaHwUs) " ayTeHTU(UKALIUU
(moaTBep:kaeHUs MO TMHHOCTH) TIosib3oBatene UCIIH;

- CPECTBA pPa3rPaHUYEHUs JOCTYIA 3apPETUCTPUPOBAHHBIX IOJb30BATEIICH
cuctemsl k pecypcam UCITIH Yupexaenus;

- cpeactBa oOecreueHrss ¥ KOHTPOJS IIEIOCTHOCTH TMPOTPAMMHBIX U
MH(}OPMAIMOHHBIX PECYPCOB;

- Cpe/ICTBa OMEPATUBHOIO KOHTPOJIS U PETUCTPAIUU COOBITHI 0€30MMacHOCTH;

YcenemHoe NPUMEHEHHE TEXHUYECKUX CPEACTB 3alluThl HAa OCHOBAHUU

IMPUHIOUIIOB (pa:men 5) Impearojaract, 4YTo BBIIIOJHCHHUC IICPCUYHUCIICHHBIX HMKC



TpeOOBaHMI 00€CIeYeHO OpraHU3alMOHHBIMU (aAMUHUCTPATUBHBIMH) MEpPaMHU U

NCIIO0JIb3YyCMbIMU (I)I/ISI/I"ICCKI/IMI/I CpCaACTBAMU 3alIHUTHI:

- oOecrieueHa pusnyeckas 1mearocTHocTh Becex kommoHeHT UCIT/IH;

- Kaxablii coTpyaHuk (monb3oBatens WMCIIJIH) win rpynna monib3oBarelnei
MMEET YHUKAJIbHOE CUCTEeMHOE UMS U MUHUMAJIbHO HEOOXOJUMBIC JJIsi BBHIOTHEHUS
UM CBOUX (DYHKIMOHAJBHBIX OOS3aHHOCTEH IMOJHOMOYMS MO JOCTYIYy K pecypcam
CUCTEMBI;

- B UCII/In Yupexnenus pa3paboTKa u OTIaJKa MPOTPAMM OCYIIECTBIISICTCS
3a ipeaenamu UCII/IH, Ha uCTIBITaTENIbHBIX CTEH/IAX;

- BCE H3MEHEHUs KOH(MUTypallud TEXHUYECKUX M MPOTPaAaMMHBIX CPEJICTB
HUCIIIH mpou3BOAATCS CTPOTO YCTAHOBJIEHHBIM MOPSIKOM (pPETUCTPUPYIOTCS U
KOHTPOJIMPYIOTCS) TOJIBKO HA OCHOBAHUH PACHOPSKEHUI PYKOBOJICTBA Y UPEXKICHHUS;

- ceTeBoe 000pyJ0BaHUE (KOHIIEHTPATOPbI, KOMMYTATOPhI, MapIIPyTHU3aTOPbI
M T.I.) pacroyiaraercsi B MECTaxX, HEIOCTYIHBIX JJIsi MOCTOPOHHUX (CIeIUaIbHbIX
MOMeIEeHUsIX, Kadax, u T.11.).

- CHEUHAIMCTAMU Y UPEXKICHUS OCYILECTBISCTCS HEIPEPHIBHOE YIPABICHUE U

AJIMHUHUCTpPATUBHAA IMOAACPIKKA (I)YHKI_[I/IOHI/IPOBEIHI/IH CpCAaCTB 3alllUTHhI.



7 Koutpouas 3¢ppexktuBHOCTH cucTeMbl 3auThl UCIIAH Yupexaenus

Kontrpons  sddexktuBroctn  C3IIJIH  mopkKeH  OCymIeCTBISETCS  Ha
nepuoauyeckod  ocHoBe.  llenbto  koHTponst  3(DPEKTUBHOCTH  SBISETCA
CBOEBPEMEHHOE BBISIBJIEHUE HEHAUISKAIIKUX pexkuMoB padoTel C3I1/IH (oTkItoueHue
CPEICTB 3allUThl, HAPYILICHUE PEKUMOB 3AIIUTHI, HECAHKIIMOHUPOBAHHOE U3MEHECHUE
peXrMa 3aIUTHI U T.I1.), & TaK MPOTHO3UPOBAHKE U MPEBEHTUBHOE pearupoBaHue Ha
HOBBIE yrpo3bl 6e3onacHoctu [1J1H.

KoHTponib MOXET NpOBOAUTHCA Kak aJIMHHHCTPATOpaMH O€30MacHOCTU
NCTI/Ix (onepaTHBHBIN KOHTPOJIh B MpoOIiecce HHHOPMAITMOHHOTO B3aUMOICHCTBUS B
NCTI[IH), Tak ¥ TpUBJIEKAEMBIMH JJIS STOM 1€ KOMIETEHTHBIMH OPTaHU3aAIUsIMU,
HMEIOIIMMU JIMIICH3MIO Ha TOT BUJ AeaTeabHOCTH, a Takke DCTIK Poccuu u ®Ch
Poccuu B npeaenax nx KOMOETEHIIUY.

KoHTpob MOXKET OCYIIECTBISITHCA aJIMUHUCTPATOPOM O€30MacHOCTH KaK C
MOMOILBK0 IITATHBIX CPEACTB cHUCTeMbl 3amuTbl [[J[H, Tak W C TOMOIIBIO
CIIEHHUAJIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka >¢dexkruBHOCTH Mep 3amuThl [1/IH TpPOBOIUTCS € MCMONB30BAaHUEM
TEXHUYECKUX UM MPOrPAMMHBIX CPEACTB KOHTPOJISI HA MNPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM Tpe6OBaHI/I$IM.



8 Cdepsbl oTBEeTCTBEHHOCTH 32 0e3omacHOCTh I1/1H

OTBETCTBEHHBIM 32 pa3pabOTKy Mep M KOHTPOJb Haja oOecrneueHruemM
0€30MacHOCTH TEPCOHABHBIX JIAHHBIX SBJISETCS PYKOBOAMUTENb YUPEKICHUS.
PykoBoauTenb MOXKET JIeJerupoBaTh 4YacTh IOJHOMOYMI 1O 0OECHeYEHUIOo
0€30MacHOCTH MEPCOHAITBHBIX TAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTEINS BKIIIOYAET CIICAYIONINE HAIMpaBICHUS

obecrnieuenus: 6e3onacHoctu I1/1H:

- [InanupoBanue u peanuzanus Mep o oodecnevenuto 6ezonacHoctu [1/1H;
- Ananu3 yrpo3 6e3omacHocTH [1/1H;

- Pa3zpaboTky, BHeapeHHE, KOHTPOJb UCIOJHEHUS M TOJJEpKaHUE B
AKTyaJIbHOM COCTOSIHUH MOJINTHK, PYKOBOJCTB, KOHLIENIIU, MIPOLEAYDP, PETIIaMEHTOB,
WHCTPYKIIUH © JAPYIHUX OPTraHW3allMOHHBIX JIOKYMEHTOB TIO OOECIEeYEHUIO
0e301acCHOCTH;

- Kontponp 3amumennoctu UT undpactpykrypsl Komnanuu ot yrpos Wb
MyTEM;

- O0Oyuenue u unpopmupoBanue noiabizopareneit UCII/IH, o nmopsijake paboThI
¢ [/l 1 cpeacTBaMu 3alIUTHI;

- [IpenoTBpanieHue, BEISIBICHUE, PEATUPOBAHUE U PACCIEAOBAHUE HAPYIICHUM

oe3onacuoctu [1J1H.

[Ipy B3aUMOJEHUCTBUM CO CTOPOHHMMH OpraHU3alMAMH B CIydasX, KoOrja
COTPYJHHMKAM 3THUX OPTaHU3aIMil TMPEAOCTaBIACTCS JOCTYN K OOBEKTaM 3allluThl
(pazmen 3), ¢ PTUMU OpTraHU3aLMIMU JOJDKHO OBITh 3akitoueHo «CoraiieHue o
KOH(HIEHIHATBHOCTHY, 1100 «CorjameHne o coOMI0ICHUH pexXumMa 0e30MacHOCTH
I1Ia npu BeimonaHeHuu padot B MCIIHu». TloarotoBka THMOBBIX BapHaHTOB ITHX

COTJIAllIEHUM OCYIIECTBIISAECTCS COBMECTHO ¢ KOpuandeckum oTieom.



9 Mogesb HApymIuTe Isi 0€30MACHOCTH

ITox HapymmreneM B YUYpEeKACHUU ITOHUMAETCS JIUL0, KOTOPOE B pe3yJibTare
YMBIIIJIEHHBIX WM HEYMBIIIUICHHBIX JIEUCTBUI MOXKET HAHECTH ymepo oO0BeKTaM
3amuThl (pasgen 3).

Hapymmurenu noapaszaenstores o npusHaky npuHamiesxknoctu k UCITJIH. Bee
HapyIIUTENH JETATCS Ha ABE TPYIIIIbL:

® BHECIIHWE HApyHIUTEeNIW — (QU3NYECKHUE JIMIA, HE HMMEIOIUE IpaBa

peObIBaHUsSI HA TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B Mpeaenax
KoTOpo# pa3meriaetcs obopyaosanue UCIT/Ix;

® BHYTPEHHHE HApYIIUTEIH — (QU3NYECKHE JIUIA, HMEIOIINE TIPaBO

npeObIBaHUs Ha TEPPUTOPUM KOHTPOJUPYEMOW 30HBI, B IMpejaesiax
KoTOpo# paszmeniaercs odopynoBanue UCIT/IH.

Knaccudukanus napymureneit npeacrtasieHa B Mojenu yrpo3 6e3omacHOCTA

NEePCOHANIBHBIX HaHHBIX Kaxaou UCII/H.



10 Moaesib yrpo3 0€30macHOCTH
Hnsa UCII[H VYupexaeHus BBIACISAIOTCS CICAYIOIIME OCHOBHBIC KaTETOpUU

yrpo3 0€30I1aCHOCTU NEPCOHAIBHBIX JAHHbIX:

1) yFPOSBI OT YTCUKHU IO TCXHUYCCKHUM KaHaJIaM.

2) Yrpo3sl HECAHKIIMOHUPOBAHHOIO A0CTYIA K HH(pOpMAIHH:

- Yrpo3sl YHHUYTOXXEHHs, XuuleHus amnmnapaTHeix cpeacts MWCIIx
HocuTesel naopmanuu nytem ¢pusudeckoro gocryna k snemeHtam UCI/H.

- Yrpo3sl XUILIEHUS, HECAHKIIMOHMPOBAHHON MOAM(PUKALMMA WU
OokupoBaHusl HHGOPMAIIMK 3a cUeT HecaHKInoHupoBanHoro gocryna (HCJI)
C IPUMEHEHHEM MPOrpaMMHO-AIMApPaTHBIX U MPOrPaMMHBIX CPEJICTB (B TOM
YHUCJIe TPOrpaMMHO-MAaTEMaTUHYECKUX BO3ACHCTBHIN).

- YIpo3bl HE NIPEIHAMEPEHHBIX JEHCTBUH MOJIb30BATEIEH U HAPYILLICHUN
oe3onacuoctu ¢pynkuuonupoBanuss UCIJu u C3II/In B ee cocraBe u3-3a
cO0EB B IPOrpaMMHOM OOECHEYEHHH, a TAKXKE OT YIp0o3 HEAHTPOIOTE€HHOTO
(cOoeB anmaparypsl U3-3a HEHAJIEKHOCTH AJIEMEHTOB, COOEB AIEKTPOIUTAHMUS)
U CTUXUIHOTO (yAapOB MOJIHHIA, T0XKapOB, HABOAHEHUH U T.I1.) XapakTepa.

- YIpo3bl IpeIHAMEPEHHBIX JEUCTBUN BHYTPEHHUX HAPYIIUTEIICH.

- prOSBI HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA ITO KaHaJIaM CBA3U.

Onucanue yrpo3, BEpOSTHOCTh UX PEAIU3alMi, ONACHOCTh U AKTyaJlbHOCTh
npejcTaBiieHbl B Mojenu yrpo3 0O€30MacHOCTH TMEPCOHANBbHBIX JaHHBIX KaxJaou

UCTITn.



11 Mexanu3m peanusanuu Konuenuuu

Peanmauml KOHHGHHI/II/I AO0JDKHA OCYHICCTBIIATHECA Ha OCHOBC IICPCIICKTUBHBIX

IMporpaMm M 1j1aHOB, KOTOPLIC COCTABIIAOTCS HAa OCHOBAHUU U BO UCITIOJIHCHHUC!

- enepanbHBIX 3aKOHOB B oOjacTu obOecmedeHus HMHQPOPMAIMOHHOMN

0€30IMacCHOCTH U 3alIUTHl HHPOPMAIUH;

- nocraHoBiieHu! [IpasurenscTBa Poccuiickoin denepannu;

- PYKOBOJSIIMX, OPTraHU3allMOHHO-PACIIOPSAUTENBHBIX W METOJMYECKUX
nokymeHToB ®CTIK Poccuu;

- notpebHoctest WCII[Jln B cpeactBax obecrieueHuss 0O€30MACHOCTH

uHGOpMAIIIH.



12 Oxupaembin 3¢ ¢exT ot peanusaunu KoHuenuuu

Peanuzamus Konneniun 6e3omacaoctu [1J1a 8 UCIT/IH mo3BoIMT:

- OLIEHUTh coctosiHue Oe3zonacHocth uHPopMmauuu WCIIIH, BBIABUTH
UCTOYHUKA BHYTPEHHHUX M BHEIIHMX YIpo3 HH(POPMAIMOHHON O€30MMacHOCTH,
ONpENENUTh MNPUOPUTETHBIC HAMPABJICHUS MNPEAOTBpAIICHUSA, OTpPaXKEHUS U
HEUTpaIU3aIMU 3TUX YIPO3;

- pa3paloTaTh pacrnopsiAUTEIbHbIE U HOPMATUBHO-METOIMUECKUE JOKYMEHTHI
npumennrenbHo Kk UCITIH;

- mpoBecTH Kiaccuduxaiuio u ceprudukanuio UCI/Ix;

- MPOBECTH OPTraHU3ALUOHHO-PEKUMHBIE U TEXHUYECKUE MEPONPUATUSA IO
obecmneuenuto 6e3omacHoctu 1/ 8 UCII/IH;

- 00ecreunTh HEOOXOIMMBIN YPOBEHD 0€30IIaCHOCTH OOBEKTOB 3aI[UTHI.

Ocy1ecTBICHNUE 3TUX MEPOTPUITHI 00€CTICUUT CO3/IaHNEe €IUHOM, IIETOCTHON
U CKOOPAMHHUPOBAHHOW cucTeMbl uHpopmarmonHoi Oe3onacHoctn HWCIIJIH wu

CO3JaCT yCJIOBH:A OJIAA €€ JlaabHEHIIero COBCPHICHCTBOBAHMUA.



13 CNHCOK HCIO0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMAaTHMBHO-IIPABOBBIMM W METOJAMYECKUMU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcs HacTosiee [lonoxkenue sBIAOTCS:

1 ®enepanpubiii 3akoH ot 27.07.2006 1. Ne 152-@3 «O mnepcoHaNIbHBIX
naHHbIX» (nanee — @3 «O mepcoHaNbHBIX JAHHBIX)»), YCTAHABIMBAIOIIUN OCHOBHbBIC
NpUHIUIOBE U ycnoBuss oOpabotku IIJIH, mpaBa, 00sI3aHHOCTH M OTBETCTBEHHOCTh
YYaCTHUKOB OTHOILIEHHH, CBSA3aHHBIX ¢ 00padboTkoit [1/1H.

2 «Ilonoxenue o0 obecrieueHUH OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MPH
ux o0paboTke B MH(GOPMAIMOHHBIX CHUCTEMAxX IMEPCOHAJBHBIX JAHHBIX»,
yrBepxkaeHHoe [loctanosiennem Ilpasurenscta PO ot 17.11.2007 r. Ne 781.

3 «[lopsimok  mpoBeneHusT  KiIacCUPUKAUK  HHOOPMAIMOHHBIX  CHCTEM
NEPCOHANBHBIX JAHHBIX», YTBEPKIEHHbI coBMecTHBIM [Ipukazom ®CTIK Poccun
Ne 55, ®CB Poccun Ne 86 1 Mununpopmcesszu PO Ne 20 ot 13.02.2008 r.

4 «IlonmoxxeHne 00 OCOOCHHOCTSX OOpa0OTKH TEPCOHANBHBIX JIAHHBIX,
OCYILECTBISIEMON ©O€3 HCIOJB30BaHUsl CPEACTB ABTOMATHU3alMM», YTBEPKICHHOE
[Tocranosnennem IlpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanus K MaTepHaIbHbIM HOCHUTEIISM OMOMETPUYECKUX
NEPCOHAJIBHBIX JAaHHBIX M TEXHOJOTMSM XpaHEHUs TaKUX JAHHBIX BHE
UH(OPMAIIMOHHBIX CUCTEM NEPCOHATBHBIX JTAHHBIX», YTBEPKJICHHbIE
[Tocranosnennem IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

6 HopMaTtuBHO-MeTOIMUYECKHE JOKYMEHTHI ~ DenepaibHOM  CIy’)KObI  TIO
TEXHUUYECKOMY M IKCIIEpTHOMY KOHTpoJt0 Poccutickoit deneparuu (nanee - ®CTIOK
Poccun) mo o6ecneuenuto 6e3onacuoctu I[1/{H mpu nx odbpadorke B MUCII/IH:

7/ bazoBast Monenb yrpo3 O€30MacHOCTH MEPCOHANBHBIX TaHHBIX IPH HUX
o0paboTke B HH(OPMALMOHHBIX CHUCTEMAX IEPCOHANbHBIX JIaHHBIX, YTB. 3aMm.
mupekropa PCTOK Poccun 15.02.08 .

8 Meronnka omnpeneneHus aKTyallbHBIX YIpo3 O€30MacHOCTH IEePCOHAIBHBIX
JaHHBIX NPU X 00paboTKe B MH(MOPMALMOHHBIX CHUCTEMaxX MEPCOHAJIbHBIX JIaHHBIX,

yTB. 3aMm. qupekropa PCTIK Poccunm 15.02.08 r.
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